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Summary

CVE CVE-2006-1550

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-30 23:02:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description Multiple buffer overflows in the xfig import code (xfig-import.c) in Dia 0.87 and later before 0.95-pre6 allow user-assisted attackers to have an unknown impact via a crafted xfig file, possibly involving an invalid (1) color index, (2) number of points, or (3) depth.

Risk And Classification

Primary CVSS: v2.0 7.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:C/I:C/A:C

EPSS: 0.039790000 probability, percentile 0.884110000 (date 2026-04-17)

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Dia Dia 0.87 All All All

Application Dia Dia 0.88.1 All All All

Application Dia Dia 0.91 All All All

Application Dia Dia 0.92.2 All All All

Application Dia Dia 0.93 All All All

Application Dia Dia 0.94 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Security Announcement af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for dia - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1025-1 dia af854a3a-2127-422b-91ae-364da2661108

Debian update for dia - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Gentoo update for dia - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Dia XFig Import Plugin Buffer Overflow Vulnerabilities - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Support af854a3a-2127-422b-91ae-364da2661108

Advisories - Mandriva Linux af854a3a-2127-422b-91ae-364da2661108

DIA XFIG File Import Multiple Remote Buffer Overflow Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

SecurityTracker.com Archives - Dia Buffer Overflows in XFig Import Plugin May Let Remote Users Execute Arbitrary Code af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

USN-266-1: dia vulnerabilities | Ubuntu security notices af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

Fedora update for dia - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Red Hat update for dia - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Vulnerability in xfig import code af854a3a-2127-422b-91ae-364da2661108

SUSE Updates for Multiple Packages - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Gentoo Linux Documentation -- Dia: Arbitrary code execution through XFig import af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora Core 4 Update: dia-0.94-13.fc4 af854a3a-2127-422b-91ae-364da2661108

Mandriva update for dia - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

http://cve.report/vendor/dia
http://cve.report/software/dia/dia
http://cve.report/vendor/dia
http://cve.report/software/dia/dia
http://cve.report/vendor/dia
http://cve.report/software/dia/dia
http://cve.report/vendor/dia
http://cve.report/software/dia/dia
http://cve.report/vendor/dia
http://cve.report/software/dia/dia
http://cve.report/vendor/dia
http://cve.report/software/dia/dia
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.novell.com/linux/security/advisories/2006_04_28.html
http://secunia.com/advisories/19507
http://www.debian.org/security/2006/dsa-1025
http://secunia.com/advisories/19543
http://secunia.com/advisories/19765
http://secunia.com/advisories/19469
http://www.redhat.com/support/errata/RHSA-2006-0280.html
http://www.mandriva.com/security/advisories?name=MDKSA-2006:062
http://www.securityfocus.com/bid/17310
http://securitytracker.com/id?1015853
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10361
https://usn.ubuntu.com/266-1/
https://exchange.xforce.ibmcloud.com/vulnerabilities/25566
http://secunia.com/advisories/19546
http://secunia.com/advisories/19959
http://mail.gnome.org/archives/dia-list/2006-March/msg00149.html
http://secunia.com/advisories/19897
http://www.gentoo.org/security/en/glsa/glsa-200604-14.xml
http://www.securityfocus.com/archive/1/429357/100/0/threaded
http://www.redhat.com/archives/fedora-announce-list/2006-April/msg00021.html
http://secunia.com/advisories/19505
https://www.cve.org/CVERecord?id=CVE-2006-1550
https://nvd.nist.gov/vuln/detail/CVE-2006-1550


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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