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CVE-2006-1564

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUACLAUNCPILEA® Certain versions of Debian Linux from Debian contain the following
’ vulnerability:

Untrusted search path vulnerability in libapache2-svn 1.3.0-4 for
Subversion in Debian GNU/Linux includes RPATH values under the
/tmp/svn directory for the (1) mod_authz_svn.so and (2)
mod_dav_svn.so modules, which might allow local users to gain
privileges by installing malicious libraries in that directory.

CVE-2006-1564 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

#359234 - libapache2-svn: modules have trapdoor rpath /tmp/svn (@ CONFIRM bugs.debian.org/cgi-

- Debian Bug report logs bin/bugreport.cgi?bug=359234

IBM X-Force Exchange € XF libapache2-svn-file-
upload(25680)

Debian GNU/Linux Multiple Packages Insecure RUNPATH ) BID 17288

Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,



https://cve.report/
https://cve.report/CVE-2006-1564/mitre
https://cve.report/CVE-2006-1564/nist
https://cve.report/CVE-2006-1564/cve_org
https://cve.report/CVE-2006-1564.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=359234
https://exchange.xforce.ibmcloud.com/vulnerabilities/25680
http://cve.report/bid/17288

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:debian:debian_linux:3.1:*:m68k:*:*:*:*:*:

cpe:2.3:0:debian:debian_linux:3.1:*:mips:*:*:*:*:*:

cpe:2.3:0:debian:debian_linux:3.1:*:mipsel:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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