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CVE-2006-1608

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNICRIINAN Certain versions of Php from Php contain the following vulnerability:

The copy function in file.c in PHP 4.4.2 and 5.1.2 allows local users to
bypass safe mode and read arbitrary files via a source argument
containing a compress.zlib:// URI.

CVE-2006-1608 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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Ubuntu update for PHP - Advisories - Secunia ){ SECUNIA 21125
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No Description Provided
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@ BID 17439

SREASONRES 20060408
copy() Safe Mode Bypass PHP
442and5.1.2

SREASON 678

(©) OSVDB 24487

& MANDRIVA MDKSA-
2006:074

> SECUNIA 19599

CONFIRM
us.php.net/releases/5_1_3.php

€ XF php-copy-safemode-
bypass(25706)

){ SECUNIA 19775

) BUGTRAQ 20060718 new
shell bypass safe mode

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:php:php:4.3.1:
cpe:2.3:a:php:php:4.3.10:
cpe:2.3:a:php:php:4.3.1 1 e
cpe:2.3:a:php:php:4.3.2:%
cpe:2.3:a:php:php:4.3.3:* "
cpe:2.3:a:php:php:4.3.4:*
cpe:2.3:a:php:php:4.3.5:"
cpe:2.3:a:php:php:4.3.6:*:* " "
cpe:2.3:a:php:php:4.3.7:*
cpe:2.3:a:php:php:4.3.8:* """
cpe:2.3:a:php:php:4.3.9: " "™

cpe:2.3:a:php:php:4.4.0: %"



cpe:2.3:a:php:php:4.4.1: % =

cpe:2.3:a:php:php:4.4.2: %"= "

cpe:2.3:a:php:php:5.0.0: %" "

Skukakukkak

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skkakak k.

cpe:2.3:a:php:php:5.0.0:rc3: """

cpe:2.3:a:php:php:5.0.1:

cpe:2.3:a:php:php:5.0.2:™ % "

cpe:2.3:a:php:php:5.0.3:* "™

cpe:2.3:a:php:php:5.0.4:

cpe:2.3:a:php:php:5.0.5: "™

cpe:2.3:a:php:php:5.1.0:"

cpe:2.3:a:php:php:5.1.1

cpe:2.3:a:php:php:5.1.2:%

cpe:2.3:a:php:php:4.0:*:

kK KKk,

cpe:2.3:a:php:php:4.0:betat > > :*:

Kk kKK ok,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

Sk kKKK,

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0:beta_4_patch1:*:**:*:*:*:



Upe.c.o.a.plip.plip.4.v.Ic. . . . . ..

cpe:2.3:a:php:php:4.0.0:" %" "

cpe:2.3:a:php:php:4.0.1: %"

cpe:2.3:a:php:php:4.0.2: %" "
cpe:2.3:a:php:php:4.0.3:** "
cpe:2.3:a:php:php:4.0.3:patch1:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.4:**x "
cpe:2.3:a:php:php:4.0.4:patch1:*:*:**:*:*:
cpe:2.3:a:php:php:4.0.5:* % "
cpe:2.3:a:php:php:4.0.6:** "
cpe:2.3:a:php:php:4.0.7:**x 7 *x
cpe:2.3:a:php:php:4.0.7:rct "

Skk ok k k.

cpe:2.3:a:php:php:4.0.7:rc2:*: """
cpe:2.3:a:php:php:4.0.7:rc3: """
cpe:2.3:a:php:php:4.1.0:
cpe:2.3:a:php:php:4. 1.1
cpe:2.3:a:php:php:4.1.2:%
cpe:2.3:a:php:php:4.2:*:dev:*: """
cpe:2.3:a:php:php:4.2.0:*
cpe:2.3:a:php:php:4.2.1 %
cpe:2.3:a:php:php:4.2.2:*
cpe:2.3:a:php:php:4.2.3:*
cpe:2.3:a:php:php:4.3.0:*
cpe:2.3:a:php:php:4.3.1 7
cpe:2.3:a:php:php:4.3.10:* 0%

cpe:2.3:a:php:php:4.3.11 >

cpe:2.3:a:php:php:4.3.2: %" "



cpe:2.3:a:php:php:4.3.3: """

cpe:2.3:a:php:php:4.3.4:" %"

cpe:2.3:a:php:php:4.3.5: %" %"

cpe:2.3:a:php:php:4.3.6: %" "

cpe:2.3:a:php:php:4.3.7: % ="

cpe:2.3:a:php:php:4.3.8: " %"

cpe:2.3:a:php:php:4.3.9: % "

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1 % "

cpe:2.3:a:php:php:4.4.2:% % "

kKK kKK,

cpe:2.3:a:php:php:5.0:rc2:*:*:*:*:*::
cpe:2.3:a:php:php:5.0:rc3:*:* "
cpe:2.3:a:php:php:5.0.0:* "

Skk ok k k.

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skk Lk ak Lk uk.

cpe:2.3:a:php:php:5.0.0:rct

Skk Lk k Lk uk.

cpe:2.3:a:php:php:5.0.0:rc2:*: "
cpe:2.3:a:php:php:5.0.0:rc3:*: "™
cpe:2.3:a:php:php:5.0.1:*
cpe:2.3:a:php:php:5.0.2:*
cpe:2.3:a:php:php:5.0.3:* "
cpe:2.3:a:php:php:5.0.4:*
cpe:2.3:a:php:php:5.0.5:* % "
cpe:2.3:a:php:php:5.1.0: " "™

cpe:2.3:a:php:php:5.1. 17 "



cpe:2.3:a:php:php:5.1.2: %" "™
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