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Last Modified on: 03/23/2021 11:25:00 PM UTC

CVE-2006-1615

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCCICAC Certain versions of Clamav from Clamav contain the following
’ vulnerability:

Multiple format string vulnerabilities in the logging code in Clam
AntiVirus (ClamAV) before 0.88.1 might allow remote attackers to
execute arbitrary code. NOTE: as of 20060410, it is unclear whether
this is a vulnerability, as there is some evidence that the arguments are
actually being sanitized properly.

CVE-2006-1615 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
IBM X-Force Exchange € XF clamav-output-format-string(25661)
Apple Mac OS X Security Update 2006-003 Multiple (7) BID 17951
Vulnerabilities
Up2Date Announcements: ASG Up2Date 6.202 () CONFIRM
released [Middle] up2date.astaro.com/2006/05/low_up2date_6202.html
SuSE Security announcements: [suse-security- [ Patch | 5 SUSE SUSE-SA:2006:020
announce] SUSE Security Announcement: clamav
various problems (SUSE-SA:2006:020)



https://cve.report/
https://cve.report/CVE-2006-1615/mitre
https://cve.report/CVE-2006-1615/nist
https://cve.report/CVE-2006-1615/cve_org
https://cve.report/CVE-2006-1615.pdf
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/25661
http://cve.report/bid/17951
https://web.archive.org/web/2006/http://up2date.astaro.com/2006/05/low_up2date_6202.html
https://web.archive.org/web/2006/http://lists.suse.com/archive/suse-security-announce/2006-Apr/0002.html

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

Gentoo Linux Documentation -- ClamAV: Multiple
vulnerabilities

APPLE-SA-2006-05-11 Security Update 2006-003

Mandriva update for clamav - Advisories - Secunia

Debian -- Security Information -- DSA-1024-1 clamav

Clam AntiVirus ClamAV Multiple Vulnerabilities

ClamAV Multiple Vulnerabilities - Advisories -
Secunia

Trustix updates for multiple packages - Advisories -
Secunia

Astaro update for ClamAV - Advisories - Secunia

Mac OS X Security Update Fixes Multiple
Vulnerabilities - Advisories - Secunia

SourceForge.net: Files

Debian update for clamav - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA06-132A
-- Apple Mac Products Affected by Multiple
Vulnerabilities

SUSE update for clamav - Advisories - Secunia

Vendor Advisory
www.vupen.com
text/html

Vendor Advisory

text/html

Vendor Advisory
www.gentoo.org
text/html

lists.apple.com
text/html

Vendor Advisory
web.archive.org
text/html

Vendor Advisory
www.debian.org

Depreciated Link
text/html

cve.report (archive)
text/html

Vendor Advisory
web.archive.org

text/html

Vendor Advisory
web.archive.org
text/html

Vendor Advisory
web.archive.org
text/html

Vendor Advisory
web.archive.org
text/html

sourceforge.net
text/html

text/plain
Inactive Link™ Not Archived

Vendor Advisory
web.archive.org
text/html

US Government Resource
www.us-cert.gov
text/html

() VUPEN ADV-2006-1258

(%) VUPEN ADV-2006-1779

¢ GENTOO GLSA-200604-06

[7] APPLE APPLE-SA-2006-05-11

){ SECUNIA 19564

(© DEBIAN DSA-1024

() BID 17388

) SECUNIA 19534

Y SECUNIA 19570

){ SECUNIA 23719

»{ SECUNIA 20077

< CONFIRM
sourceforge.net/project/shownotes.php?
release_id=407078&group_id=86638

TRUSTIX 2006-0020

){ SECUNIA 19536

@ CERT TA06-132A

»{ SECUNIA 19608


http://www.vupen.com/english/advisories/2006/1258
http://www.vupen.com/english/advisories/2006/1779
http://www.gentoo.org/security/en/glsa/glsa-200604-06.xml
http://lists.apple.com/archives/security-announce/2006/May/msg00003.html
https://web.archive.org/web/2006/http://secunia.com/advisories/19564
http://www.debian.org/security/2006/dsa-1024
http://cve.report/bid/17388
https://web.archive.org/web/2006/http://secunia.com/advisories/19534
https://web.archive.org/web/2006/http://secunia.com/advisories/19570
https://web.archive.org/web/2006/http://secunia.com/advisories/23719
https://web.archive.org/web/2006/http://secunia.com/advisories/20077
http://sourceforge.net/project/shownotes.php?release_id=407078&group_id=86638
https://cve.report/CVE-2006-1615/b1833bfd
https://web.archive.org/web/2006/http://secunia.com/advisories/19536
http://www.us-cert.gov/cas/techalerts/TA06-132A.html
https://web.archive.org/web/2006/http://secunia.com/advisories/19608

Vendor Advisory

web.archive.org

Gentoo update for clamav - Advisories - Secunia >{ SECUNIA 19567

text/html

Advisories - Mandriva Linux & MANDRIVA MDKSA-2006:067

(@ OSVDB 24458

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Clamav Clamav 0.01 All All All
Application Clamav Clamav 0.02 All All All
Application Clamav Clamav 0.03 All All All
Application Clamav Clamav 0.05 All All All
Application Clamav Clamav 0.10 All All All
Application Clamav Clamav 0.12 All All All
Application Clamav Clamav 0.13 All All All
Application Clamav Clamav 0.14 All All All
Application Clamav Clamav 0.14 pre All All
Application Clamav Clamav 0.15 All All All
Application Clamav Clamav 0.20 All All All
Application Clamav Clamav 0.21 All All All
Application Clamav Clamav 0.22 All All All
Application Clamav Clamav 0.23 All All All
Application Clamav Clamav 0.24 All All All
Application Clamav Clamav 0.3 All All All
Application Clamav Clamav 0.51 All All All
Application Clamav Clamav 0.52 All All All
Application Clamav Clamav 0.53 All All All

Application Clamav Clamav 0.54 All All All
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R R

cpe:2.3:a:clamav:clamav:0.22:%:*:*

akLk kLK Lk LKLk,

cpe:2.3:a:clamav:clamav:0.23:*: "

aKLk kKK LKLk,

cpe:2.3:a:clamav:clamav:0.24:*:*:*

O

cpe:2.3:a:clamav:clamav:0.3:*: "

akLk kLK Lk LKLk,

cpe:2.3:a:clamav:clamav:0.51:*:

akLk kKK KLk,

cpe:2.3:a:clamav:clamav:0.53:*: "

akLk kKKK Lk,

cpe:2.3:a:clamav:clamav:0.54 %

akLk kKKK Lk,

cpe:2.3:a:clamav:clamav:0.60:*:*:*:*:*:*:*:

dk Lk k kR akuk.

cpe:2.3:a:clamav:clamav:0.60p:*:

KKKk kKK,

cpe:2.3:a:clamav:clamav:0.65:*:*:**:**:*:

KKKk kKK,

cpe:2.3:a:clamav:clamav:0.66:*:*:**:*:*:*:

Kk ok kKKK,

cpe:2.3:a:clamav:clamav:0.67-1: "

Kk kKK kLK,

cpe:2.3:a:clamav:clamav:0.68:*:*: " :*:

Kk ok kKKK,

cpe:2.3:a:clamav:clamav:0.68.1: "

Kk kKK kK,

cpe:2.3:a:clamav:clamav:0.70:*:*: "

Kk kR Rk,

cpe:2.3:a:clamav:clamav:0.70:rc:*: "

Kk kKK kK,

cpe:2.3:a:clamav:clamav:0.71:

Kk koK kKK,

cpe:2.3:a:clamav:clamav:0.73:*:*:* "%

KKk kKKK,

cpe:2.3:a:clamav:clamav:0.74:*:* ">

cpe:2.3:a:clamav:clamav:0.75.1 %% "



skakakakakak

cpe:2.3:a:clamav:clamav:0.80:rc3: """

Skakakakkak,

cpe:2.3:a:clamav:clamav:0.80:rc4:*:*:":*:*:*:

akLk kLK Lk LKLk,

cpe:2.3:a:clamav:clamav:0.81:*:*:*

Skkkak k.,

cpe:2.3:a:clamav:clamav:0.81:rc1:*: "

akLk kLK kLK Lk,

cpe:2.3:a:clamav:clamav:0.82:*:*:*:*:*:*::

akLk kKK LKLk,

cpe:2.3:a:clamav:clamav:0.83:*:* " ::

Skk Lk uk k.

cpe:2.3:a:clamav:clamav:0.84:rc1:*: "

Skk ok k k.

cpe:2.3:a:clamav:clamav:0.84:rc2:*:*:*:*:*:*:

kKK kKKK,

cpe:2.3:a:clamav:clamav:0.85:*:*:**:*:*:*:

cpe:2.3:a:clamav:clamav:0.85.1:*: % : %

KKKk kKK,

cpe:2.3:a:clamav:clamav:0.86:*:*:**:*:*:*:

Skk Lk k ok uk.

cpe:2.3:a:clamav:clamav:0.86:rct:*: " ™

Kk ok kKKK,

cpe:2.3:a:clamav:clamav:0.86.1: " ™

cpe:2.3:a:clamav:clamav:0.86.2: " :":

Kk kKK kK,

cpe:2.3:a:clamav:clamav:0.87:*:*: "

Kk ok ok kKK,

cpe:2.3:a:clamav:clamav:0.87.1 " ™

Kk ok kK ok Kk,

cpe:2.3:a:clamav:clamav:*:*:*:

Kk kKR kK,

cpe:2.3:a:clamav:clamav:0.01 " "

Kk kKR kK,

cpe:2.3:a:clamav:clamav:0.02:*:*:*:**:*:*:

Kk koK kKK,

cpe:2.3:a:clamav:clamav:0.03:*:*: "% *:

Kk koK kKK,

cpe:2.3:a:clamav:clamav:0.05:*: "



akLk LKLk K LKLk,

cpe:2.3:a:clamav:clamav:0.20:*:":*

akLk kLK LK LKLk,

cpe:2.3:a:clamav:clamav:0.21:*:":

akLk kLK LK LKLk,

cpe:2.3:a:clamav:clamav:0.22:%:*:*

akLk kKK LKLk,

cpe:2.3:a:clamav:clamav:0.23:*: "

akLk kLK Lk LKLk,

cpe:2.3:a:clamav:clamav:0.24:*:* "

cpe:2.3:a:clamav:clamav:0.3:*: "

akLk kKKK Lk,

cpe:2.3:a:clamav:clamav:0.52:*:*: " ™

akLk kKKK Lk,

cpe:2.3:a:clamav:clamav:0.53:*: "

R R

cpe:2.3:a:clamav:clamav:0.54

Kk kKK kLK,

cpe:2.3:a:clamav:clamav:0.60:*:*:*:*:*:*:*:

dk Lk k Lk akakak.

cpe:2.3:a:clamav:clamav:0.60p:*:*:*:*:*:*:*:

KKk oKk kK,

cpe:2.3:a:clamav:clamav:0.65:*:*:**:*:*:*:

Kk kKK kLK,

cpe:2.3:a:clamav:clamav:0.67:*:*: " ™

Kk kKK kK,

cpe:2.3:a:clamav:clamav:0.67-1: "™

Kk kKK kK,

cpe:2.3:a:clamav:clamav:0.68:*:*:*:**:*:*:

cpe:2.3:a:clamav:clamav:0.68.1 " " ™

Kk kKK kK,

cpe:2.3:a:clamav:clamav:0.70:*:*: "%

Kk koK akak.

cpe:2.3:a:clamav:clamav:0.70:rc:*:**:

AnmAaN DiacAlanmaaiiralanmaan N T Ak Rk ok ok ok Lk,



Skukakakakak.

cpe:2.3:a:clamav:clamav:0.80:rc2:*:*:":*:*:*:

Skukakakkak.

cpe:2.3:a:clamav:clamav:0.80:rc3: """ :*:

Skukkak k.

cpe:2.3:a:clamav:clamav:0.80:rc4:*:*:*:*:*:*:

akk kKKK Lk,

cpe:2.3:a:clamav:clamav:0.81:*:* "

Skkakak k.

cpe:2.3:a:clamav:clamav:0.81:rc1: "

akLk kKK kLK,

cpe:2.3:a:clamav:clamav:0.82:*:*:**:*:*::

akLk kKK kLK,

cpe:2.3:a:clamav:clamav:0.84:*:*:****::

Skk ok k k.

cpe:2.3:a:clamav:clamav:0.84:rc1:*: "

Skk Lk ukkuk.

cpe:2.3:a:clamav:clamav:0.84:rc2:*:*:*:**:*:

KKk kKKK,

cpe:2.3:a:clamav:clamav:0.85:*:*:***:*:*:

Kk ok koK kLK,

cpe:2.3:a:clamav:clamav:0.85.1 " ™

Kk kKK kLK,

cpe:2.3:a:clamav:clamav:0.86:*:*:*:**:*:":
cpe:2.3:a:clamav:clamav:0.86:rct:*: "
cpe:2.3:a:clamav:clamav:0.86.1: " ™
cpe:2.3:a:clamav:clamav:0.86.2:*:*: " *:*:*:
P

cpe:2.3:a:clamav:clamav:0.87:*:*:* "%

cpe:2.3:a:clamav:clamav:0.87.1 " "

No vendor comments have been submitted for this CVE
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