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CVE-2006-1626

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPAN Certain versions of le from Microsoft contain the following vulnerability:

Internet Explorer 6 for Windows XP SP2 and earlier allows remote
attackers to spoof the address bar and possibly conduct phishing
attacks by re-opening the window to a malicious Shockwave Flash
application, then changing the window location back to a trusted URL
while the Flash application is still loading. NOTE: this is a different
vulnerability than CVE-2006-1192.

CVE-2006-1626 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange € XF ie-swf-addressbar-spoofing(25634)
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:1918
Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:1604
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:1600
Microsoft Security Bulletin BS MS MS06-021

MS06-021 - Critical | Microsoft

Docs


https://cve.report/
https://cve.report/CVE-2006-1626/mitre
https://cve.report/CVE-2006-1626/nist
https://cve.report/CVE-2006-1626/cve_org
https://cve.report/CVE-2006-1626.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/25634
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1918
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1604
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1600
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-021

Webmail : Solution de Vendor Advisory () VUPEN ADV-2006-2319
messagerie professionnelle -
OVHcloud- OVH text/html

Webmail : Solution de
messagerie professionnelle - text/html
OVHcloud- OVH

> VUPEN ADV-2006-1218

SecurityFocus www.securityfocus.com ) BUGTRAQ 20060721 about bid 17404
text/html
Internet Explorer Address Bar Vendor Advisory { MISC
Spoofing Vulnerability Test - web.archive.org secunia.com/Internet_Explorer_Address_Bar_Spoofing_Vulnerability Test/
Secunia text/html
Microsoft Internet Explorer (D) BID 17404
Address Bar Spoofing cve.report (archive)
Vulnerability text/html
Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:1842
text/html
SecurityFocus www.securityfocus.com ) BUGTRAQ 20060404 Another way to spoof Internet Explorer Address
text/html Bar
Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:1881
text/html
Repository / Oval Repository oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:1806

text/html

Internet Explorer Window YU SECUNIA 19521

Loading Race Condition Vendor Advisory

Vulnerability - Advisories - web.archive.org

Secunia text/html

SecurityFocus www.securityfocus.com ) BUGTRAQ 20060403 Another Internet Explorer Address Bar Spoofing
text/html Vulnerability

SecurityTracker.com Archives - [ E (2) SECTRACK 1016291

Microsoft Internet Explorer text/html

Multiple Memory and Access
Control Errors Let Remote
Users Execute Arbitrary Code

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 6.0 All All All
Application Microsoft le 6.0 All All All
Application Microsoft Internet Explorer 6.0 All All All
Operating Microsoft Windows Xp All sp2 All All
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http://www.vupen.com/english/advisories/2006/2319
http://www.vupen.com/english/advisories/2006/1218
http://www.securityfocus.com/archive/1/440851/100/100/threaded
https://web.archive.org/web/2006/http://secunia.com/Internet_Explorer_Address_Bar_Spoofing_Vulnerability_Test/
http://cve.report/bid/17404
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1842
http://www.securityfocus.com/archive/1/429891/100/0/threaded
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1881
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1806
https://web.archive.org/web/2006/http://secunia.com/advisories/19521
http://www.securityfocus.com/archive/1/429719/100/0/threaded
http://securitytracker.com/id?1016291
mailto:%20comment@cve.report
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp

—yvivin

Operating Microsoft Windows Xp All sp2 All All
System

cpe:2.3:a:microsoft:ie:6.0: "
cpe:2.3:a:microsoft:ie:6.0:*: "
cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:sp2:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_xp:*:sp2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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