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Summary

CVE CVE-2006-1671

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-07 10:04:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Control cards for Cisco Optical Networking System (ONS) 15000 series nodes before 20060405 allow remote attackers to cause a denial of service (card reset) via (1) a "crafted" IP packet to a device with secure mode EMS-to-network-element access, aka bug ID CSCsc51390; (2) a "crafted" IP packet to a device with IP on the LAN interface, aka bug ID CSCsd04168; and (3) a "malformed" OSPF packet, aka bug ID CSCsc54558.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ons 15310-cl Series 0 All All All

Hardware Cisco Ons 15310-cl Series 0 All All All

Operating System Cisco Ons 15454 Mspp All All All All

Operating System Cisco Ons 15454 Mspp All All All All

Hardware Cisco Ons 15600 0 All All All

Hardware Cisco Ons 15600 0 All All All

Application Cisco Optical Networking Systems Software 1.0 All All All

Application Cisco Optical Networking Systems Software 1.1 All All All

Application Cisco Optical Networking Systems Software 1.1(0) All All All

Application Cisco Optical Networking Systems Software 1.1(1) All All All

Application Cisco Optical Networking Systems Software 1.1\(0\) All All All

Application Cisco Optical Networking Systems Software 1.1\(1\) All All All

Application Cisco Optical Networking Systems Software 1.3(0) All All All

Application Cisco Optical Networking Systems Software 1.3\(0\) All All All

Application Cisco Optical Networking Systems Software 3.0 All All All

Application Cisco Optical Networking Systems Software 3.1.0 All All All

Application Cisco Optical Networking Systems Software 3.2 All All All
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Application Cisco Optical Networking Systems Software 3.2 All All All

Application Cisco Optical Networking Systems Software 3.3.0 All All All

Application Cisco Optical Networking Systems Software 3.4.0 All All All

Application Cisco Optical Networking Systems Software 4.0(1) All All All

Application Cisco Optical Networking Systems Software 4.0(2) All All All

Application Cisco Optical Networking Systems Software 4.0.0 All All All

Application Cisco Optical Networking Systems Software 4.0\(1\) All All All

Application Cisco Optical Networking Systems Software 4.0\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1(0) All All All

Application Cisco Optical Networking Systems Software 4.1(1) All All All

Application Cisco Optical Networking Systems Software 4.1(2) All All All

Application Cisco Optical Networking Systems Software 4.1(3) All All All

Application Cisco Optical Networking Systems Software 4.1.4 All All All

Application Cisco Optical Networking Systems Software 4.1\(0\) All All All

Application Cisco Optical Networking Systems Software 4.1\(1\) All All All

Application Cisco Optical Networking Systems Software 4.1\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1\(3\) All All All

Application Cisco Optical Networking Systems Software 4.6(0) All All All

Application Cisco Optical Networking Systems Software 4.6(1) All All All

Application Cisco Optical Networking Systems Software 4.6\(0\) All All All

Application Cisco Optical Networking Systems Software 4.6\(1\) All All All

Application Cisco Optical Networking Systems Software 1.0 All All All

Application Cisco Optical Networking Systems Software 1.1 All All All

Application Cisco Optical Networking Systems Software 1.1\(0\) All All All

Application Cisco Optical Networking Systems Software 1.1\(1\) All All All

Application Cisco Optical Networking Systems Software 1.3\(0\) All All All

Application Cisco Optical Networking Systems Software 3.0 All All All

Application Cisco Optical Networking Systems Software 3.1.0 All All All

Application Cisco Optical Networking Systems Software 3.2 All All All

Application Cisco Optical Networking Systems Software 3.3.0 All All All

Application Cisco Optical Networking Systems Software 3.4.0 All All All

Application Cisco Optical Networking Systems Software 4.0.0 All All All

Application Cisco Optical Networking Systems Software 4.0\(1\) All All All

Application Cisco Optical Networking Systems Software 4.0\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1.4 All All All

Application Cisco Optical Networking Systems Software 4.1\(0\) All All All
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Application Cisco Optical Networking Systems Software 4.1\(1\) All All All

Application Cisco Optical Networking Systems Software 4.1\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1\(3\) All All All

Application Cisco Optical Networking Systems Software 4.6\(0\) All All All

Application Cisco Optical Networking Systems Software 4.6\(1\) All All All

Application Cisco Transport Controller 4.0.x All All All

Application Cisco Transport Controller 4.0.x All All All

References

Reference Source Link

24436 OSVDB www.osvdb.org

Cisco Optical Networking System and Transport Controller Multiple Vulnerabilities BID www.securityfocus.com

Cisco Optical Networking System 15000 Series Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

24437 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

24435 OSVDB www.osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SecurityTracker.com Archives - Cisco ONS 15000 Series Common Control Cards Can Be Reset By Remote Users SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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