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Summary

CVE CVE-2006-1672

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-07 10:04:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The installation of Cisco Transport Controller (CTC) for Cisco Optical Networking System (ONS) 15000 series nodes adds a Java policy file entry with a wildcard that grants the java.security.AllPermission permission to any http URL containing "fs/LAUNCHER.jar", which allows remote attackers to execute arbitrary code on a CTC workstation, aka bug ID CSCea25049.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ons 15310-cl Series 0 All All All

Hardware Cisco Ons 15310-cl Series 0 All All All

Operating System Cisco Ons 15454 Mspp All All All All

Operating System Cisco Ons 15454 Mspp All All All All

Hardware Cisco Ons 15600 0 All All All

Hardware Cisco Ons 15600 0 All All All

Application Cisco Optical Networking Systems Software 1.0 All All All

Application Cisco Optical Networking Systems Software 1.1 All All All

Application Cisco Optical Networking Systems Software 1.1(0) All All All

Application Cisco Optical Networking Systems Software 1.1(1) All All All

Application Cisco Optical Networking Systems Software 1.1\(0\) All All All

Application Cisco Optical Networking Systems Software 1.1\(1\) All All All

Application Cisco Optical Networking Systems Software 1.3(0) All All All

Application Cisco Optical Networking Systems Software 1.3\(0\) All All All

Application Cisco Optical Networking Systems Software 3.0 All All All

Application Cisco Optical Networking Systems Software 3.1.0 All All All

Application Cisco Optical Networking Systems Software 3.2 All All All
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Application Cisco Optical Networking Systems Software 3.2 All All All

Application Cisco Optical Networking Systems Software 3.3.0 All All All

Application Cisco Optical Networking Systems Software 3.4.0 All All All

Application Cisco Optical Networking Systems Software 4.0(1) All All All

Application Cisco Optical Networking Systems Software 4.0(2) All All All

Application Cisco Optical Networking Systems Software 4.0.0 All All All

Application Cisco Optical Networking Systems Software 4.0\(1\) All All All

Application Cisco Optical Networking Systems Software 4.0\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1(0) All All All

Application Cisco Optical Networking Systems Software 4.1(1) All All All

Application Cisco Optical Networking Systems Software 4.1(2) All All All

Application Cisco Optical Networking Systems Software 4.1(3) All All All

Application Cisco Optical Networking Systems Software 4.1.4 All All All

Application Cisco Optical Networking Systems Software 4.1\(0\) All All All

Application Cisco Optical Networking Systems Software 4.1\(1\) All All All

Application Cisco Optical Networking Systems Software 4.1\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1\(3\) All All All

Application Cisco Optical Networking Systems Software 4.6(0) All All All

Application Cisco Optical Networking Systems Software 4.6(1) All All All

Application Cisco Optical Networking Systems Software 4.6\(0\) All All All

Application Cisco Optical Networking Systems Software 4.6\(1\) All All All

Application Cisco Optical Networking Systems Software 1.0 All All All

Application Cisco Optical Networking Systems Software 1.1 All All All

Application Cisco Optical Networking Systems Software 1.1\(0\) All All All

Application Cisco Optical Networking Systems Software 1.1\(1\) All All All

Application Cisco Optical Networking Systems Software 1.3\(0\) All All All

Application Cisco Optical Networking Systems Software 3.0 All All All

Application Cisco Optical Networking Systems Software 3.1.0 All All All

Application Cisco Optical Networking Systems Software 3.2 All All All

Application Cisco Optical Networking Systems Software 3.3.0 All All All

Application Cisco Optical Networking Systems Software 3.4.0 All All All

Application Cisco Optical Networking Systems Software 4.0.0 All All All

Application Cisco Optical Networking Systems Software 4.0\(1\) All All All

Application Cisco Optical Networking Systems Software 4.0\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1.4 All All All

Application Cisco Optical Networking Systems Software 4.1\(0\) All All All
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Application Cisco Optical Networking Systems Software 4.1\(1\) All All All

Application Cisco Optical Networking Systems Software 4.1\(2\) All All All

Application Cisco Optical Networking Systems Software 4.1\(3\) All All All

Application Cisco Optical Networking Systems Software 4.6\(0\) All All All

Application Cisco Optical Networking Systems Software 4.6\(1\) All All All

Application Cisco Transport Controller 4.0.x All All All

Application Cisco Transport Controller 4.0.x All All All

References

Reference

Cisco Optical Networking System and Transport Controller Multiple Vulnerabilities

24438

Cisco Optical Networking System 15000 Series Multiple Vulnerabilities - Advisories - Secunia

Cisco - Networking, Cloud, and Cybersecurity Solutions

SecurityTracker.com Archives - Cisco Transport Controller Installs With Broad Java Policy Permissions Which Lets Remote Users Execute Arbitrary Code

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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