VE-2006-167
Published on: 04/10/2006 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:24:59 PM UTC

CVE-2006-1678

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPAN Certain versions of Phpmyadmin from Phpmyadmin contain the
following vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in phpMyAdmin before
2.8.0.3 allow remote attackers to inject arbitrary web script or HTML via
unknown vectors in unspecified scripts in the themes directory.

CVE-2006-1678 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

phpMyAdmin > Security | MySQL Database 45 CONFIRM
Administration Tool | www.phpmyadmin.net www.phpmyadmin.net/home_page/security.php?

issue=PMASA-2006-1

PHPMyAdmin Multiple Cross-Site Scripting Vulnerabilities (D BID 17390

text/html

Debian -- Security Information -- DSA-1207-2 (© DEBIAN DSA-1207
phpmyadmin

text/html

phpMyAdmin Cross-Site Scripting Vulnerabilities -

Advisories - Secunia Vendor Advisory
text/html

Securitv Announcement ot SUSE SUSE-SR:2006:009

){ SECUNIA 19556



https://cve.report/
https://cve.report/CVE-2006-1678/mitre
https://cve.report/CVE-2006-1678/nist
https://cve.report/CVE-2006-1678/cve_org
https://cve.report/CVE-2006-1678.pdf
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.phpmyadmin.net/home_page/security.php?issue=PMASA-2006-1
http://cve.report/bid/17390
http://www.debian.org/security/2006/dsa-1207
https://web.archive.org/web/2006/http://secunia.com/advisories/19556
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006_04_28.html

text/html

Not Archived

text/html

Not Archived

€ XF phpmyadmin-themes-xss(25689)

Debian update for phpmyadmin - Advisories - Secunia Y SECUNIA 22781

) OSVDB 24450

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle -

> VUPEN ADV-2006-1263

OVHcloud- OVH
SUSE Updates for Multiple Packages - Advisories - { SECUNIA 19897
Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Phpmyadmin Phpmyadmin 2.0.0 All All All
Application Phpmyadmin Phpmyadmin 2.0.1 All All All
Application Phpmyadmin Phpmyadmin 2.0.2 All All All
Application Phpmyadmin Phpmyadmin 2.0.3 All All All
Application Phpmyadmin Phpmyadmin 2.04 All All All
Application Phpmyadmin Phpmyadmin 2.0.5 All All All
Application Phpmyadmin Phpmyadmin 2.1.0 All All All
Application Phpmyadmin Phpmyadmin 2.1.1 All All All
Application Phpmyadmin Phpmyadmin 2.1.2 All All All
Application Phpmyadmin Phpmyadmin 22.0 All All All
Application Phpmyadmin Phpmyadmin 2.2.0_pret All All All
Application Phpmyadmin Phpmyadmin 2.2.0_pre2 All All All
Application Phpmyadmin Phpmyadmin 2.2.0_rci All All All
Application Phpmyadmin Phpmyadmin 2.2.0_rc2 All All All
Application Phpmyadmin Phpmyadmin 2.2.0_rc3 All All All
Application Phpmyadmin Phpmyadmin 222 All All All
Application Phpmyadmin Phpmyadmin 223 All All All
Application Phpmyadmin Phpmyadmin 224 All All All
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cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.0:*:*: " :*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.1

Akakk oKk kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.2:*:*: " :*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.3

Akakak kR Rk,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.4:*:*:* "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.5

Akak koK akak k.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.1.0:*:* %

cpe:2.3:a:phpmyadmin:phpmyadmin:2.1.1

ARk kKRR k.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.1.2:%:* %

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_pref

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_pre2

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_rc1

akakak kR Rk,

kKoK kKK,

koK oKLk,

dkak koK kR k.
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2.6.1_pl3
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2.6.3_pl1
2.6.4_plt
2.6.4_pl3
2.6.4 pl4
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cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.4:*:*:*:**:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.5:*:*:*:**:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.3.1:*:*:* "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.3.2:%:*:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.4.0:*:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.0:*:* %" *:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.1 %% "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.2:%:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.3:*:*:*:*:**:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.4:*:* "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5:*:* " :*:

aKLkLk kKKK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5_pl1:*:*:*:**:*:*:

ARk ak kR Rk,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5_rct:*:*:*:**

AKakak ok akuk k.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5_rc2:*:*:*:*:*:*:*:

ARk Lak kKR k.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.6_rc1:*:*:**:**::

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.7:*:* %"

KKk oKk kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.7_pl1

ARk ak oKk kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.0_pl1:*: "

KKKk kKK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.0_pl2:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.0_pl3:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.1:*: %

Kk kKR kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.1_pl1:*: "

dkak koK kR k.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.1_rc1:*:* """

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.2:*:*:*:*:*:*:*:



cpe:2.3:a:phpmyadmin:phpmyadmin:2.7.0:*:*: "

akLk kKK kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.7.0_pl1:*:*:***: "

ARk kKK kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.7.0_pl2:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.0:*:*:*:*:*:*::

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.1 %% "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.2:*:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.3:*:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.4:*:*: " ™

cpe:2.3:a:phpmyadmin:phpmyadmin:2.0.5:*:**:***:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.1.0:*:* "™

cpe:2.3:a:phpmyadmin:phpmyadmin:2.1.1:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.1.2:*:* %"

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0:*:* %"

Sk Lk ak kR kak,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_pre1:*:*:*:**:*:*:

Skuk ok ok akakak.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_pre2:*:*:*:*:*:*:*:

kKK oKk kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_rc1:*:*

kK koK kR k.

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.0_rc2:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.2:*:*:*:**:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.3:*:*:***:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.4:*:*:* "%



cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.5:*:*:*:**:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.2.6:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.3.1:* %"
cpe:2.3:a:phpmyadmin:phpmyadmin:2.3.2:%:*:* "%
cpe:2.3:a:phpmyadmin:phpmyadmin:2.4.0:*:* "
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.0:*:*:*: "%
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.1 %"
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.2:%:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.3:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.4:*:* " **:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5:%:*:*:*:**:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5_pl1:*:*:***:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5_rct:*:*: "
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.5_rc2:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.6_rc1:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.7:*:* "
cpe:2.3:a:phpmyadmin:phpmyadmin:2.5.7_pl1:*:****: %
cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.0_pl1:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.0_pl2:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.0_pl3:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.1:*:*

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.1_pl1

Kk kKR kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:2.6.1_pl3:*:*:* "



cpe:2.3:a:phpmyadmin:phpmyadmin:2.7.0_pl2:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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