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CVE CVE-2006-1688
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-11 00:02:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Multiple PHP remote file inclusion vulnerabilities in SQuery 4.5 and earlier, as used in products such as Autonomous LAN ¢

/ ]

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P
EPSS: 0.035110000 probability, percentile 0.876420000 (date 2026-04-19)
Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

i [iv]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-1688/mitre
https://cve.report/CVE-2006-1688/nist
https://cve.report/CVE-2006-1688/cve_org
https://cve.report/api/cve/CVE-2006-1688.json
https://cve.report/CVE-2006-1688.pdf

Application Squery Squery All All All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

www.osvdb.org/24404

SecurityFocus

SQuery LibPath Parameter Multiple Remote File Include Vulnerabilities
www.osvdb.org/24423

www.osvdb.org/24412

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
www.osvdb.org/24428

www.osvdb.org/24419

www.osvdb.org/24406

www.osvdb.org/24410

www.osvdb.org/24421

www.osvdb.org/24409

www.osvdb.org/24414

www.osvdb.org/24425

Secunia - Advisories - Autonomous LAN Party File Inclusion Vulnerability
www.osvdb.org/24402

www.osvdb.org/24427

www.osvdb.org/24416

www.blogcu.com/Liz0ziM/431845

Secunia - Advisories - SQuery "libpath" Multiple File Inclusion Vulnerabilities
SecurityTracker.com Archives - Autonomous LAN Party Include File Bug Lets Remote Users Execute Arbitrary Code
SecurityReason - Autonomous LAN party File iNclusion
www.osvdb.org/24417

www.osvdb.org/24426

SecurityFocus

www.osvdb.org/24401

www.osvdb.org/24424

www.osvdb.org/24415
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http://cve.report/vendor/squery
http://cve.report/software/squery/squery
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.osvdb.org/24404
http://www.securityfocus.com/archive/1/430289/100/0/threaded
http://www.securityfocus.com/bid/17434
http://www.osvdb.org/24423
http://www.osvdb.org/24412
http://www.vupen.com/english/advisories/2006/1284
http://www.osvdb.org/24428
http://www.osvdb.org/24419
http://www.osvdb.org/24406
http://www.osvdb.org/24410
http://www.osvdb.org/24421
http://www.osvdb.org/24409
http://www.osvdb.org/24414
http://www.osvdb.org/24425
http://secunia.com/advisories/19588
http://www.osvdb.org/24402
http://www.osvdb.org/24427
http://www.osvdb.org/24416
http://www.blogcu.com/Liz0ziM/431845/
http://secunia.com/advisories/19482
http://securitytracker.com/id?1015884
http://securityreason.com/securityalert/679
http://www.osvdb.org/24417
http://www.osvdb.org/24426
http://www.securityfocus.com/archive/1/441015/100/0/threaded
http://www.osvdb.org/24401
http://www.osvdb.org/24424
http://www.osvdb.org/24415

SecurityFocus af854a3a-2127-422b-!

www.osvdb.org/24403 af854a3a-2127-422b-!
www.osvdb.org/24408 af854a3a-2127-422b-!
www.osvdb.org/24407 af854a3a-2127-422b-!
www.osvdb.org/24420 af854a3a-2127-422b-!
www.osvdb.org/24411 af854a3a-2127-422b-!
www.osvdb.org/24418 af854a3a-2127-422b-!
www.osvdb.org/24429 af854a3a-2127-422b-!
www.osvdb.org/24405 af854a3a-2127-422b-!
lizOzim.no-ip.org/alp.txt af854a3a-2127-422b-!
www.osvdb.org/24413 af854a3a-2127-422b-!
www.osvdb.org/24422 af854a3a-2127-422b-!
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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