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Oracle Database 9.2.0.0 to 10.2.0.3 allows local users with "SELECT" privileges for a base table to insert, update, or delete
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Oracle10g enterprise_10.1.0.2 All All All
Oracle Oracle10g enterprise_10.1.0.3 All All All
Oracle Oracle10g enterprise_10.1.0.3.1 All All All
Oracle Oracle10g enterprise_10.1.0.4 All All All
Oracle Oracle10g enterprise_10.2.3 All All All
Oracle Oracle10g personal_10.1.0.2 All All All
Oracle Oracle10g personal_10.1.0.3 All All All
Oracle Oracle10g personal_10.1.0.3.1 All All All
Oracle Oracle10g personal_10.1.0.4 All All All
Oracle Oracle10g personal_10.2.3 All All All
Oracle Oracle10g standard_10.1.0.2 All All All
Oracle Oracle10g standard_10.1.0.3 All All All
Oracle Oracle10g standard_10.1.0.3.1 All All All
Oracle Oracle10g standard_10.1.0.4 All All All
Oracle Oracle10g standard_10.1.0.4.2 All All All
Oracle Oracle10g standard_10.1.0.5 All All All
Oracle Oracle10g standard 10.2.0.1 All All All
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IBM X-Force Exchange

US-CERT Vulnerability Note VU#805737

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

www.red-database-security.com/advisory/oracle_modify_data_via_views.html

Oracle Database Access Restrictions Bypass Vulnerability - Advisories - Secunia

Oracle Database Access Restriction Bypass Vulnerability

[Full-disclosure] Oracle read-only user can insert/update/delete data via specially crafted views

Oracle Database Lets Remote Authenticated Low Privilege Users Make Unauthorized Modifications on a Base Table - SecurityTracker
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CVE Program record CVE
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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