
CVE-2006-1731
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2006-1731

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-14 10:02:00 UTC

Updated 2018-10-18 16:34:00 UTC

Description Mozilla Firefox and Thunderbird 1.x before 1.5 and 1.0.x before 1.0.8, Mozilla Suite before 1.7.13, and SeaMonkey before 1.0 returns the Object class prototype instead of the global window object when (1) .valueOf.call or (2) .valueOf.apply are called without any arguments, which allows remote attackers to conduct cross-site scripting (XSS) attacks.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All
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Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox All All All All

Application Mozilla Mozilla Suite 1.7.10 All All All

Application Mozilla Mozilla Suite 1.7.11 All All All

Application Mozilla Mozilla Suite 1.7.6 All All All

Application Mozilla Mozilla Suite 1.7.7 All All All

Application Mozilla Mozilla Suite 1.7.8 All All All

Application Mozilla Mozilla Suite 1.7.10 All All All

Application Mozilla Mozilla Suite 1.7.11 All All All

Application Mozilla Mozilla Suite 1.7.6 All All All

Application Mozilla Mozilla Suite 1.7.7 All All All

Application Mozilla Mozilla Suite 1.7.8 All All All

Application Mozilla Mozilla Suite All All All All

Application Mozilla Seamonkey 1.0 All alpha All

Application Mozilla Seamonkey 1.0 All alpha All

Application Mozilla Seamonkey All beta All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.3 All All All

Application Mozilla Thunderbird 1.0.4 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.5 beta All All

Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.5 All All All

Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.3 All All All

Application Mozilla Thunderbird 1.0.4 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.5 beta All All
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Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.5 All All All

Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird All All All All
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Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities

Debian -- Security Information -- DSA-1051-1 mozilla-thunderbird

rhn.redhat.com | Red Hat Support

Mozilla Suite, Firefox, SeaMonkey, and Thunderbird Multiple Remote Vulnerabilities

Ubuntu update for mozilla - Advisories - Secunia

Debian -- Security Information -- DSA-1044-1 mozilla-firefox

20060404-01-U

[SECURITY] Fedora Core 4 Update: firefox-1.0.8-1.1.fc4

Debian -- Security Information -- DSA-1046-1 mozilla

Red Hat update for mozilla - Advisories - Secunia

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities

Secunia - Advisories - Red Hat update for firefox

Secunia - Advisories - Gentoo update for mozilla-thunderbird

228526

USN-271-1: Firefox vulnerabilities | Ubuntu security notices

SecurityFocus

Advisories - Mandriva Linux

rhn.redhat.com | Red Hat Support

#102550: Multiple Security Vulnerabilites in Mozilla 1.4 and 1.7 for Solaris and for Sun JDS for Linux

SecurityFocus

Fedora update for firefox - Advisories - Secunia

Ubuntu update for thunderbird - Advisories - Secunia
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Repository / Oval Repository

Firefox Multiple Vulnerabilities - Advisories - Secunia

Ubuntu update for firefox - Advisories - Secunia
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Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities

Red Hat update for thunderbird - Advisories - Secunia
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SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: Mozilla Firefox, Mozilla Suite various problems (SUSE-SA:2006:021)
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Mandriva update for mozilla-thunderbird - Advisories - Secunia

MFSA 2006-19: Cross-site scripting using .valueOf.call()

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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