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CVE-2006-1732

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following
: vulnerability:

Unspecified vulnerability in Mozilla Firefox and Thunderbird 1.x before
1.5 and 1.0.x before 1.0.8, Mozilla Suite before 1.7.13, and SeaMonkey
before 1.0 allows remote attackers to bypass same-origin protections
and conduct cross-site scripting (XSS) attacks via unspecified vectors
involving the window.controllers array.

CVE-2006-1732 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Mandriva update for firefox - Advisories - Secunia { SECUNIA 19794
[SECURITY] Fedora Core 5 Update: firefox-1.5.0.2- () FEDORA FEDORA-2006-411
1.1.fc5

SGI Advanced Linux Environment 3 Multiple Updates ) SECUNIA 19811

- Advisories - Secunia

Webmail - OVH [ www.vupen.com | D VUPEN ADV-2006-3391
Gentoo update for mozilla-firefox / mozilla-firefox-bin - ) SECUNIA 19759
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https://cve.report/
https://cve.report/CVE-2006-1732/mitre
https://cve.report/CVE-2006-1732/nist
https://cve.report/CVE-2006-1732/cve_org
https://cve.report/CVE-2006-1732.pdf
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USN-275-1: Mozilla vulnerabilities | Ubuntu security
notices

Gentoo Linux Documentation -- Mozilla Suite: Multiple
vulnerabilities

rhn.redhat.com | Red Hat Support
Mozilla Suite, Firefox, SeaMonkey, and Thunderbird
Multiple Remote Vulnerabilities

Ubuntu update for mozilla - Advisories - Secunia

Debian -- Security Information -- DSA-1044-1 mozilla-
firefox

No Description Provided

[SECURITY] Fedora Core 4 Update: firefox-1.0.8-
1.1.fc4

Red Hat update for mozilla - Advisories - Secunia
Gentoo Linux Documentation -- Mozilla Thunderbird:
Multiple vulnerabilities

Secunia - Advisories - Red Hat update for firefox

Secunia - Advisories - Gentoo update for mozilla-
thunderbird

No Description Provided

USN-271-1: Firefox vulnerabilities | Ubuntu security
notices

SecurityFocus

Advisories - Mandriva Linux

rhn.redhat.com | Red Hat Support

#102550: Multiple Security Vulnerabilites in Mozilla
1.4 and 1.7 for Solaris and for Sun JDS for Linux

SecurityFocus

Fedora update for firefox - Advisories - Secunia

Ubuntu update for thunderbird - Advisories - Secunia

web.archive.org

text/html
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text/html

www.redhat.com
text/html
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Advisories - Mandriva Linux

Repository / Oval Repository

UnixWare update for mozilla - Advisories - Secunia

Advisories - Mandriva Linux

MFSA 2006-17: cross-site scripting through
window.controllers

Gentoo Linux Documentation -- Mozilla Firefox:
Multiple vulnerabilities

Red Hat update for thunderbird - Advisories - Secunia

IBM X-Force Exchange

Debian update for mozilla-firefox - Advisories -
Secunia

SuSE Security announcements: [suse-security-
announce] SUSE Security Announcement: Mozilla
Firefox, Mozilla Suite various problems (SUSE-
SA:2006:021)

Sun Solaris update for mozilla - Advisories - Secunia

Security Announcement

rhn.redhat.com | Red Hat Support

USN-276-1: Thunderbird vulnerabilities | Ubuntu
security notices

SecurritvFociis

oval.cisecurity.org
text/html

web.archive.org

text/html

web.archive.org
text/html

web.archive.org
text/html

www.vupen.com
text/html

web.archive.org
text/htm

www.mandriva.com
text/html

oval.cisecurity.org
text/html

web.archive.org
text/html

www.mandriva.com
text/html

www.mozilla.org
text/html

www.gentoo.org
text/html

web.archive.org

text/html

exchange.xforce.ibmcloud.com
text/html

web.archive.org
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

text/plain

web.archive.org
text/html

web.archive.org
text/html
Inactive Link'| Not Archived

www.redhat.com
text/html

text/html

() OVAL oval:org.mitre.oval:def:10232

) SECUNIA 19631

{ SECUNIA 19746

»{ SECUNIA 19902

() VUPEN ADV-2006-1356

) SECUNIA 19721

& MANDRIVA MDKSA-2006:076

() OVAL oval:org.mitre.oval:def:1887

»{ SECUNIA 21033
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1887
https://web.archive.org/web/2006/http://secunia.com/advisories/21033
http://www.mandriva.com/security/advisories?name=MDKSA-2006:075
http://www.mozilla.org/security/announce/2006/mfsa2006-17.html
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https://web.archive.org/web/2006/http://secunia.com/advisories/19780
https://exchange.xforce.ibmcloud.com/vulnerabilities/25818
https://web.archive.org/web/2006/http://secunia.com/advisories/19862
https://web.archive.org/web/2006/http://lists.suse.com/archive/suse-security-announce/2006-Apr/0003.html
https://cve.report/CVE-2006-1732/dfe71745
https://web.archive.org/web/2006/http://secunia.com/advisories/21622
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006_04_25.html
http://www.redhat.com/support/errata/RHSA-2006-0329.html
https://usn.ubuntu.com/276-1/
http://www.securityfocus.com/archive/1/438730/100/0/threaded

TTTTe omEeE bbbttt Attt s tronn o mEmEEm

text/html

ASA-2006-205 (SUN 102502, 102513, 102514, () CONFIRM
102519, 102550, 102556, 102557, 102582, 102588, support.avaya.com/elmodocs2/security/ASA-2006-
102589, 102593) 205.htm

Mandriva update for mozilla-thunderbird - Advisories - { SECUNIA 19821

Secunia

313373 — window.controllers allows some evil things [ Patch | ) MISC bugzilla.mozilla.org/show_bug.cgi?

d=313373

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.5 All All All
Application Mozilla Firefox 1.5 betai All All
Application Mozilla Firefox 1.5 beta2 All All
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 15 All All All

Application Mozilla Firefox 1.5 betal All All
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Application Mozilla Firefox

Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
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cpe:2.3:a:mozilla:firefox:1.0.2: ™
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cpe:2.3:a:mozilla:firefox:1.5:%* "

cpe:2.3:a:mozilla:firefox:1.0:*:* "

cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:* "

cpe:2.3:a:mozilla:firefox:1.0.3:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.4:":* "

cpe:2.3:a:mozilla:firefox:1.0.5:*:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:* "

cpe:2.3:a:mozilla:firefox:1.0.7:%:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5:% "

Skk ok k k.

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:

Skakkakuk.
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cpe:2.3:a:mozilla:thunderbird:1.0.1 %
cpe:2.3:a:mozilla:thunderbird:1.0.2:* "
cpe:2.3:a:mozilla:thunderbird:1.0.3:* "% *:
cpe:2.3:a:mozilla:thunderbird:1.0.4:* "
cpe:2.3:a:mozilla:thunderbird:1.0.5:* "%
cpe:2.3:a:mozilla:thunderbird:1.0.5:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.6:*:** "% *:

cpe:2.3:a:mozilla:ithunderbird:1.0.7:%:* "%
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cpe:2.3:a:mozilla:thunderbird:1.0.5:*:*:* """
cpe:2.3:a:mozilla:ithunderbird:1.0.5:beta:*:*:*:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:1.0.6:*:*:*:**:*:*:
cpe:2.3:a:mozilla:ithunderbird:1.0.7:%:*:* "
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No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2006-1731
https://cve.report/CVE-2006-1733
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2006-1732
	CVSS2 Score: 4.3 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)


