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CVE-2006-1818

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUNCANP/AN Certain versions of Warforge.news from The War Forge contain the
’ following vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in warforge.NEWS 1.0
allow remote attackers to inject arbitrary web script or HTML via
unspecified vectors, possibly including the (1) first_name and (2)
last_name parameter in myaccounts.php. NOTE: portions of these
details were obtained from third party sources instead of the original

disclosure.

CVE-2006-1818 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2i6-LOW |

Access Access Authentication
Vector Complexity

NETWORK [HiGH [ NN |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Webmail : Solution de messagerie professionnelle - [ITATEEEH % VUPEN ADV-2006-1359

OVHcloud- OVH

eVuln.com - warforge.NEWS SQL Injection and [ evuln.com | D) MISC evuln.com/vulns/125/summary.html

Multiple XSS Vulnerabilities

Warforge.NEWS Multiple Input Validation @ BID 17520

Vulnerabilities

SecurityFocus ) BUGTRAQ 20060426 [eVuln] warforge.NEWS SQL
Injection and Multiple XSS Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2006-1818/mitre
https://cve.report/CVE-2006-1818/nist
https://cve.report/CVE-2006-1818/cve_org
https://cve.report/CVE-2006-1818.pdf
http://cve.report/software/the_war_forge/warforge.news
http://cve.report/vendor/the_war_forge
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2006/1359
http://evuln.com/vulns/125/summary.html
http://cve.report/bid/17520
http://www.securityfocus.com/archive/1/432104/100/0/threaded
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application The War Forge Warforge.news 1.0 All All All
Application The War Forge Warforge.news 1.0 All All All

cpe:2.3:a:the_war_forge:warforge.news:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:the_war_forge:warforge.news:1.0:*:*: 7 " *:*:

No vendor comments have been submitted for this CVE
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