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CVE-2006-1834

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUNC PILPIAP Certain versions of Opera Browser from Opera contain the following
vulnerability:

Integer signedness error in Opera before 8.54 allows remote attackers
to execute arbitrary code via long values in a stylesheet attribute, which
pass a length check. NOTE: a sign extension problem makes the
attack easier with shorter strings.

CVE-2006-1834 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.1-MEDIUM

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

404 - Page not found! - SEC Consult | Exploit | # MISC www.sec-consult.com/259.html

Webmail - OVH [ www.vupen.com | (® VUPEN ADV-2006-1354

Opera Cascading Style Sheet Attribute Integer Overflow I ) SECTRACK 1015912

Lets Remote Users Deny Service - SecurityTracker

'[Full-disclosure] SEC Consult SA-20060314 :: Opera [ marc.info | (%) FULLDISC 20060413 SEC Consult SA-

Browser CSS' - MARC 20060314 :: Opera Browser CSS Attribute
Integer Wrap / Buffer Overflow

SuSE Security announcements: [suse-securitv-announcel 21 SUSE SUSE-SR:2006:010


https://cve.report/
https://cve.report/CVE-2006-1834/mitre
https://cve.report/CVE-2006-1834/nist
https://cve.report/CVE-2006-1834/cve_org
https://cve.report/CVE-2006-1834.pdf
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2006-1834/08ba7f24
http://www.vupen.com/english/advisories/2006/1354
http://securitytracker.com/id?1015912
https://cve.report/CVE-2006-1834/6b02652d
https://web.archive.org/web/2006/http://lists.suse.com/archive/suse-security-announce/2006-May/0004.html

SUSE Securi£y Summary Report‘SUSE-SR:2(1)06:01 0
IBM X-Force Exchange

Gentoo Linux Documentation -- Opera: Buffer overflow
SUSE Updates for Multiple Packages - Advisories -

Secunia

SecurityFocus

Opera Web Browser Stylesheet Attribute Buffer Overflow
Vulnerability

Opera 8.54 for Windows Changelog

text/html

Inactive Link"| Not Archived

exchange.xforce.ibmcloud.com

text/html

security.gentoo.org
text/html

web.archive.org
text/html

www.securityfocus.com

text/html

cve.report (archive)
text/html

www.opera.com

text/xml

{

€ XF opera-wesncpy-css-bo(25829)

E3 GENTOO GLSA-200606-01

{ SECUNIA 20117

) BUGTRAQ 20060413 SEC Consult SA-
20060314 :: Opera Browser CSS Attribute
Integer Wrap / Buffer Overflow

@ BID 17513

O CONFIRM
www.opera.com/docs/changelogs/windows/854/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Opera Opera Browser
Application Opera Opera Browser
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dkk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:1.00:*:**:*:**:*:

Skuk ok kakakak.

cpe:2.3:a:opera:opera_browser:2.00:*:* % *:*:

dkak Lk akakuk.

cpe:2.3:a:opera:opera_browser:2.10:betat:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:2.10:beta2:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:2.10:betad:*:*:*:*:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:opera:opera_browser:2.12::

Kk kKKK,

cpe:2.3:a:opera:opera_browser:3.00:beta:*:*:*:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:a:opera:opera_browser:3.10: "

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:3.21:
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dkk Lk kukuk.

cpe:2.3:a:opera:opera_browser:4.00:beta6:*:*:*:*:*:*:

Skuk ok ukkakuk.

cpe:2.3:a:opera:opera_browser:4.01:*:*****:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:betal:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:opera:opera_browser:5.0:betad:*:*:*:*:*:*:

Sk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

Skuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:5.02::

Skuk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:5.10:

Sk Lk ak kR akak.

cpe:2.3:a:opera:opera_browser:5.11:

cpe:2.3:a:opera:opera_browser:6.0:*:*:* "

SRk ok KKk,

cpe:2.3:a:opera:opera_browser:6.0:betal:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:opera:opera_browser:6.0:beta2:*:*:*:*:*:*:

Skak ok akukuk,

cpe:2.3:a:opera:opera_browser:6.0:tp1 %"



skakakukakakak.

cpe:2.3:a:opera:opera_browser:6.05:":*

skakakukakakak.

cpe:2.3:a:0pera:opera_browser:6.06:":*:*:*: "

akLk kKK kK,

cpe:2.3:a:opera:opera_browser:6.1:*:":

kKK kKK,

cpe:2.3:a:opera:opera_browser:6.1:betat:*:*:*:*:*:*:

Skkakukkakak.

cpe:2.3:a:opera:opera_browser:6.11:*:**:***:*:

Skk ok ak ok akak.

cpe:2.3:a:0pera:opera_browser:6.12:*:*:*:***:*:

ARk kKKK k.

cpe:2.3:a:0pera:opera_browser:7.0:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:7.0:betal:*:*: "

dkak Lk akkuk.

cpe:2.3:a:opera:opera_browser:7.0:betal_v2:*:*:*:*:*::

Skk ok kakakak.

cpe:2.3:a:opera:opera_browser:7.01:*:*****:*:

Sk Lk ak ok akakak.

cpe:2.3:a:opera:opera_browser:7.02:*: ¥ *:*:

Skuk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:7.10:

dk kR ok akak.

cpe:2.3:a:opera:opera_browser:7.10:betat:*:*:*:*:*:*:

Skuk ok k ok akak,

cpe:2.3:a:opera:opera_browser:7.11:

Skk ok k Rk k.

cpe:2.3:a:opera:opera_browser:7.20:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:*:*:*:*:

dkak ok akakakak.

cpe:2.3:a:opera:opera_browser:7.22:*

Skak ok ak ok akak.

cpe:2.3:a:0pera:opera_browser:7.23:%:



dkakakkakak.

cpe:2.3:a:0pera:opera_browser:7.54:update2:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:0pera:opera_browser:7.60:":*:****:

akLk kKK kK,

cpe:2.3:a:0pera:opera_browser:8.0:*:":

kKK kKK,

cpe:2.3:a:opera:opera_browser:8.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:0pera:opera_browser:8.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:0pera:opera_browser:8.0:beta3:*:*:*:*:*:*:

Skk ok k ok akuk.

cpe:2.3:a:opera:opera_browser:8.02:*:*:*:***:*:

Skk ok akkakak.

cpe:2.3:a:opera:opera_browser:8.50:*:*:****:*:

dkk ok kakakak.

cpe:2.3:a:opera:opera_browser:8.52:* % **:*:

Skuk ok kkakuk.

cpe:2.3:a:opera:opera_browser:1.00:*:**:*:*:*:*:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:2.00:*:

Rk kR akak.

cpe:2.3:a:opera:opera_browser:2.10:betat :*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:2.10:beta2:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:2.12::

Sk Kk kR akak.

cpe:2.3:a:opera:opera_browser:3.00::

SRk kL KRk,

cpe:2.3:a:opera:opera_browser:3.00:beta:*:*:*:*:*:*:



skukakakakakak.

cpe:2.3:a:opera:opera_browser:4.00:*:*:*: "

dkakakkakak.

cpe:2.3:a:opera:opera_browser:4.00:beta2:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:opera:opera_browser:4.00:betad:*:*:*:*:*:*:

dkak Lk akkuk.

cpe:2.3:a:opera:opera_browser:4.00:beta5:*:*:*:*:*:*:

dkak Lk kukuk.

cpe:2.3:a:opera:opera_browser:4.00:beta6:*:*:*:*:*:*:

dkkakukkakak.

cpe:2.3:a:opera:opera_browser:4.01:*:*****:*:

cpe:2.3:a:opera:opera_browser:5.0:*: "

KKk kKK,

cpe:2.3:a:opera:opera_browser:5.0:beta2:*:*:*:*:*:*:

kKKK kK.

cpe:2.3:a:opera:opera_browser:5.0:beta3:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:betad:*:*:*:*:*:*:

kKKK kK.

cpe:2.3:a:opera:opera_browser:5.0:beta6:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta7:*:*:*:**:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

dkak ok kR akak.

cpe:2.3:a:opera:opera_browser:5.02::*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:5.11:

Sk Lk ak ok akakak,

cpe:2.3:a:opera:opera_browser:5.12:*

cpe:2.3:a:opera:opera_browser:6.0:*:*: " "

SRk kL KKk,

cpe:2.3:a:opera:opera_browser:6.0:betat:*:*:*:*:*:*:



dkukakakakakak.

cpe:2.3:a:opera:opera_browser:6.03:*:*:* "

skakakukkakak.

cpe:2.3:a:0pera:opera_browser:6.04:*:*:*:***:

dkukakakakakak.

cpe:2.3:a:0pera:opera_browser:6.06:*:*:*:*: "

AkLk kKKK k.

cpe:2.3:a:opera:opera_browser:6.1:*:*:

Skk Kk k ok akak.

cpe:2.3:a:opera:opera_browser:6.11:*:**:**

dkk ok akakakak.

cpe:2.3:a:0pera:opera_browser:6.12:*:*:*:***:*:

akkk oKLk Kk,

cpe:2.3:a:opera:opera_browser:7.0:*:

Kk kKKK,

cpe:2.3:a:0pera:opera_browser:7.0:betat:*:*:*:*:*:*:

dk Lk k Lk kak.

cpe:2.3:a:opera:opera_browser:7.0:betal_v2:*:*:*:*:*::

Kk kKKK,

cpe:2.3:a:opera:opera_browser:7.0:beta2:*:*:*:*:*:*:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.02::

Skk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.03::

Sk ok ak kR akak,

cpe:2.3:a:opera:opera_browser:7.10:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.10:betat :*:*:*:*:*:*:

Sk Rk kR akak,

cpe:2.3:a:opera:opera_browser:7.11:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.11:beta2:*:*:*:*:*:*:

Rk kR ok ak,

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:**:*:*:

Sk ok akakakakak.

cpe:2.3:a:opera:opera_browser:7.21:":



cpe:2.3:a:opera:opera_browser:8.0:*:*: "

kKK KLk k,

cpe:2.3:a:0pera:opera_browser:8.0:betat:*:*:*:*:*:*:

Skak ok k ok akak.

cpe:2.3:a:opera:opera_browser:8.02:*:*:*:**:*:*:

dkk ok k ok akak.

cpe:2.3:a:opera:opera_browser:8.50:*:*****:*:

Skakakkkakak.

cpe:2.3:a:opera:opera_browser:8.51: % *:*:

Sk Lk akakakakak.

cpe:2.3:a:opera:opera_browser:8.52::*

No vendor comments have been submitted for this CVE
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