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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2006-1857
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-22 16:06:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Buffer overflow in SCTP in Linux kernel before 2.6.16.17 allows remote attackers to cause a denial of service (crash) and p

/ |

Risk And Classification

Primary CVSS: v2.0 9 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:C
EPSS: 0.045960000 probability, percentile 0.892540000 (date 2026-04-20)
Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
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Operating System Linux Linux Kernel 2.6.3 rc2 All All
Operating System Linux Linux Kernel 2.6.3 rc3 All All
Operating System Linux Linux Kernel 2.6.4 All All All
Operating System Linux Linux Kernel 2.6.4 rci All All
Operating System Linux Linux Kernel 2.6.4 rc2 All All
Operating System Linux Linux Kernel 2.6.4 rc3 All All
Operating System Linux Linux Kernel 2.6.5 All All All
Operating System Linux Linux Kernel 2.6.5 rci All All
Operating System Linux Linux Kernel 2.6.5 rc2 All All
Operating System Linux Linux Kernel 2.6.5 rc3 All All
Operating System Linux Linux Kernel 2.6.6 All All All
Operating System Linux Linux Kernel 2.6.6 rcl All All
Operating System Linux Linux Kernel 2.6.6 rc2 All All
Operating System Linux Linux Kernel 2.6.6 rc3 All All
Operating System Linux Linux Kernel 2.6.7 All All All
Operating System Linux Linux Kernel 2.6.7 rci All All
Operating System Linux Linux Kernel 2.6.7 rc2 All All
Operating System Linux Linux Kernel 2.6.7 rc3 All All
Operating System Linux Linux Kernel 2.6.8 All All All
Operating System Linux Linux Kernel 2.6.8 rcl All All
Operating System Linux Linux Kernel 2.6.8 rc2 All All
Operating System Linux Linux Kernel 2.6.8 rc3 All All
Operating System Linux Linux Kernel 2.6.8 rc4 All All
Operating System Linux Linux Kernel 2.6.9 2.6.20 All All
Operating System Linux Linux Kernel 2.6.9 rci All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Operating System Linux Linux Kernel 2.6_test9 cvs All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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