
CVE-2006-1937
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2006-1937

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-25 12:50:00 UTC

Updated 2017-10-11 01:30:00 UTC

Description Multiple unspecified vulnerabilities in Ethereal 0.10.x up to 0.10.14 allow remote attackers to cause a denial of service (crash from null dereference) via (1) multiple vectors in H.248, and the (2) X.509if, (3) SRVLOC, (4) H.245, (5) AIM, and (6) general packet dissectors; and (7) the statistics counter.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ethereal Group Ethereal 0.10 All All All

Application Ethereal Group Ethereal 0.10.0 All All All

Application Ethereal Group Ethereal 0.10.0a All All All

Application Ethereal Group Ethereal 0.10.1 All All All

Application Ethereal Group Ethereal 0.10.10 All All All

Application Ethereal Group Ethereal 0.10.11 All All All

Application Ethereal Group Ethereal 0.10.12 All All All

Application Ethereal Group Ethereal 0.10.13 All All All

Application Ethereal Group Ethereal 0.10.2 All All All

Application Ethereal Group Ethereal 0.10.3 All All All

Application Ethereal Group Ethereal 0.10.4 All All All

Application Ethereal Group Ethereal 0.10.5 All All All

Application Ethereal Group Ethereal 0.10.6 All All All

Application Ethereal Group Ethereal 0.10.7 All All All

Application Ethereal Group Ethereal 0.10.8 All All All

Application Ethereal Group Ethereal 0.10.9 All All All

Application Ethereal Group Ethereal 0.10 All All All
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Application Ethereal Group Ethereal 0.10 All All All

Application Ethereal Group Ethereal 0.10.0 All All All

Application Ethereal Group Ethereal 0.10.0a All All All

Application Ethereal Group Ethereal 0.10.1 All All All

Application Ethereal Group Ethereal 0.10.10 All All All

Application Ethereal Group Ethereal 0.10.11 All All All

Application Ethereal Group Ethereal 0.10.12 All All All

Application Ethereal Group Ethereal 0.10.13 All All All

Application Ethereal Group Ethereal 0.10.2 All All All

Application Ethereal Group Ethereal 0.10.3 All All All

Application Ethereal Group Ethereal 0.10.4 All All All

Application Ethereal Group Ethereal 0.10.5 All All All

Application Ethereal Group Ethereal 0.10.6 All All All

Application Ethereal Group Ethereal 0.10.7 All All All

Application Ethereal Group Ethereal 0.10.8 All All All

Application Ethereal Group Ethereal 0.10.9 All All All
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[SECURITY] Fedora Core 5 Update: ethereal-0.99.0-fc5.1 FEDORA

Red Hat update for ethereal - Advisories - Secunia SECUNIA

Advisories - Mandriva Linux MANDRIVA

Ethereal: enpa-sa-00023 CONFIRM

Mandriva update for ethereal - Advisories - Secunia SECUNIA

ASA-2006-128 (RHSA-2006-0420) CONFIRM

rhn.redhat.com | Red Hat Support REDHAT

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

Secunia - Advisories - SGI Advanced Linux Environment Multiple Updates SECUNIA

IBM X-Force Exchange XF

Ethereal Multiple Protocol Dissector Vulnerabilities - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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