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Summary

CVE CVE-2006-1942

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-20 22:02:00 UTC

Updated 2018-10-18 16:37:00 UTC

Description Mozilla Firefox 1.5.0.2 and possibly other versions before 1.5.0.4, Netscape 8.1, 8.0.4, and 7.2, and K-Meleon 0.9.13 allows user-assisted remote attackers to open local files via a web page with an IMG element containing a SRC attribute with a non-image file:// URL, then tricking the user into selecting View Image for the broken image, as demonstrated using a .wma file to launch Windows Media Player, or by referencing an "alternate web page."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application K-meleon Project K-meleon 0.9.13 All All All

Application K-meleon Project K-meleon 0.9.13 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Netscape Navigator 7.2 All All All

Application Netscape Navigator 8.0.40 All All All

Application Netscape Navigator 8.1 All All All

Application Netscape Navigator 7.2 All All All

Application Netscape Navigator 8.0.40 All All All

Application Netscape Navigator 8.1 All All All

References
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IBM X-Force Exchange

This domain name is registered with Netim
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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