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Summary

CVE CVE-2006-1961

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-21 10:02:00 UTC

Updated 2018-10-18 16:37:00 UTC

Description Cisco CiscoWorks Wireless LAN Solution Engine (WLSE) and WLSE Express before 2.13, Hosting Solution Engine (HSE) and User Registration Tool (URT) before 20060419, and all versions of Ethernet Subscriber Solution Engine (ESSE) and CiscoWorks2000 Service Management Solution (SMS) allow local users to gain Linux shell access via shell metacharacters in arguments to the "show" command in the application's command line interface (CLI), aka bug ID CSCsd21502 (WLSE), CSCsd22861 (URT), and CSCsd22859 (HSE). 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Ciscoworks 2000 Service Management Solution All All All All

Application Cisco Ciscoworks 2000 Service Management Solution All All All All

Operating System Cisco Ethernet Subscriber Solution Engine All All All All

Operating System Cisco Ethernet Subscriber Solution Engine All All All All

Hardware Cisco Hosting Solution Engine 1.7 All All All

Hardware Cisco Hosting Solution Engine 1.7.0 All All All

Hardware Cisco Hosting Solution Engine 1.7.1 All All All

Hardware Cisco Hosting Solution Engine 1.7.2 All All All

Hardware Cisco Hosting Solution Engine 1.7.3 All All All

Hardware Cisco Hosting Solution Engine 1.7 All All All

Hardware Cisco Hosting Solution Engine 1.7.0 All All All

Hardware Cisco Hosting Solution Engine 1.7.1 All All All

Hardware Cisco Hosting Solution Engine 1.7.2 All All All

Hardware Cisco Hosting Solution Engine 1.7.3 All All All

Application Cisco User Registration Tool All All All All

Application Cisco User Registration Tool All All All All

Application Cisco Wireless Lan Solution Engine 2.0 All All All
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Application Cisco Wireless Lan Solution Engine 2.0 All All All

Application Cisco Wireless Lan Solution Engine 2.0 All express All

Application Cisco Wireless Lan Solution Engine 2.1 All All All

Application Cisco Wireless Lan Solution Engine 2.1 All express All

Application Cisco Wireless Lan Solution Engine 2.10 All All All

Application Cisco Wireless Lan Solution Engine 2.10 All express All

Application Cisco Wireless Lan Solution Engine 2.11 All All All

Application Cisco Wireless Lan Solution Engine 2.11 All express All

Application Cisco Wireless Lan Solution Engine 2.12 All All All

Application Cisco Wireless Lan Solution Engine 2.12 All express All

Application Cisco Wireless Lan Solution Engine 2.13 All All All

Application Cisco Wireless Lan Solution Engine 2.13 All express All

Application Cisco Wireless Lan Solution Engine 2.2 All All All

Application Cisco Wireless Lan Solution Engine 2.2 All express All

Application Cisco Wireless Lan Solution Engine 2.3 All All All

Application Cisco Wireless Lan Solution Engine 2.3 All express All

Application Cisco Wireless Lan Solution Engine 2.4 All All All

Application Cisco Wireless Lan Solution Engine 2.4 All express All

Application Cisco Wireless Lan Solution Engine 2.5 All All All

Application Cisco Wireless Lan Solution Engine 2.5 All express All

Application Cisco Wireless Lan Solution Engine 2.6 All All All

Application Cisco Wireless Lan Solution Engine 2.6 All express All

Application Cisco Wireless Lan Solution Engine 2.7 All All All

Application Cisco Wireless Lan Solution Engine 2.7 All express All

Application Cisco Wireless Lan Solution Engine 2.8 All All All

Application Cisco Wireless Lan Solution Engine 2.8 All express All

Application Cisco Wireless Lan Solution Engine 2.9 All All All

Application Cisco Wireless Lan Solution Engine 2.9 All express All

Application Cisco Wireless Lan Solution Engine 2.0 All All All

Application Cisco Wireless Lan Solution Engine 2.0 All express All

Application Cisco Wireless Lan Solution Engine 2.1 All All All

Application Cisco Wireless Lan Solution Engine 2.1 All express All

Application Cisco Wireless Lan Solution Engine 2.10 All All All

Application Cisco Wireless Lan Solution Engine 2.10 All express All

Application Cisco Wireless Lan Solution Engine 2.11 All All All

Application Cisco Wireless Lan Solution Engine 2.11 All express All
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Application Cisco Wireless Lan Solution Engine 2.12 All All All

Application Cisco Wireless Lan Solution Engine 2.12 All express All

Application Cisco Wireless Lan Solution Engine 2.13 All All All

Application Cisco Wireless Lan Solution Engine 2.13 All express All

Application Cisco Wireless Lan Solution Engine 2.2 All All All

Application Cisco Wireless Lan Solution Engine 2.2 All express All

Application Cisco Wireless Lan Solution Engine 2.3 All All All

Application Cisco Wireless Lan Solution Engine 2.3 All express All

Application Cisco Wireless Lan Solution Engine 2.4 All All All

Application Cisco Wireless Lan Solution Engine 2.4 All express All

Application Cisco Wireless Lan Solution Engine 2.5 All All All

Application Cisco Wireless Lan Solution Engine 2.5 All express All

Application Cisco Wireless Lan Solution Engine 2.6 All All All

Application Cisco Wireless Lan Solution Engine 2.6 All express All

Application Cisco Wireless Lan Solution Engine 2.7 All All All

Application Cisco Wireless Lan Solution Engine 2.7 All express All

Application Cisco Wireless Lan Solution Engine 2.8 All All All

Application Cisco Wireless Lan Solution Engine 2.8 All express All

Application Cisco Wireless Lan Solution Engine 2.9 All All All

Application Cisco Wireless Lan Solution Engine 2.9 All express All
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Cisco - Networking, Cloud, and Cybersecurity Solutions

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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