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AVNACHAUNC PIP/AP Certain versions of Clamav from Clam Anti-virus contain the following
vulnerability:

Buffer overflow in the get_database function in the HTTP client in
Freshclam in ClamAV 0.80 to 0.88.1 might allow remote web servers to
execute arbitrary code via long HTTP headers.

CVE-2006-1989 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.1-MEDIUM
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CVE References

Description Tags Link

SecurityTracker.com Archives - Clam AntiVirus Buffer Overflow in (D) SECTRACK 1016392
Freshclam Lets Remote Servers Execute Arbitrary Code

Secunia - Advisories - Debian update for clamav { SECUNIA 19963
Gentoo update for clamav - Advisories - Secunia Y SECUNIA 19912

ClamAV™: Security advisory: 0.88.2 [ Exploit | @ CONFIRM
www.clamav.net/security/0.88.2.html

Not Archived

IBM X-Force Exchange € XF clamav-freshclam-http-
text/html bo(26182)



https://cve.report/
https://cve.report/CVE-2006-1989/mitre
https://cve.report/CVE-2006-1989/nist
https://cve.report/CVE-2006-1989/cve_org
https://cve.report/CVE-2006-1989.pdf
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securitytracker.com/id?1016392
https://web.archive.org/web/2006/http://secunia.com/advisories/19963
https://web.archive.org/web/2006/http://secunia.com/advisories/19912
https://web.archive.org/web/2006/http://www.clamav.net/security/0.88.2.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/26182

Kolab Server update for clamav - Advisories - Secunia

No Description Provided

Advisories - Mandriva Linux

Webmail - OVH

SuSE Security announcements: [suse-security-announce] SUSE
Security Summary Report SUSE-SR:2006:010

404 Not Found

APPLE-SA-2006-06-27 Mac OS X v10.4.7

Debian -- Security Information -- DSA-1050-1 clamav

Webmail - OVH

ClamAV Freshclam HTTP Header Buffer Overflow Vulnerability -

Advisories - Secunia

SUSE Updates for Multiple Packages - Advisories - Secunia

Mac OS X Update Fixes Multiple Vulnerabilities - Advisories - Secunia

US-CERT Vulnerability Note VU#599220

Security Announcement

Gentoo Linux Documentation -- ClamAV: Buffer overflow in
Freshclam
Trustix updates for multiple packages - Advisories - Secunia

Secunia - Advisories - Mandriva update for clamav

Clam AntiVirus FreshClam Remote Buffer Overflow Vulnerability

web.archive.org
text/html

www.osvdb.org

Inactive Link™ Not Archived

www.mandriva.com
text/html

text/html

web.archive.org
text/html
Inactive Link™ Not Archived

kolab.org
text/plain
Inactive Link™ Not Archived

lists.apple.com
text/html

www.debian.org
Depreciated Link
text/html

text/html

Vendor Advisory
web.archive.org
text/html

web.archive.org

text/html

web.archive.org
text/html

text/plain
Inactive Link™ Not Archived

US Government Resource
www.kb.cert.org
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

www.gentoo.org
text/html

web.archive.org
text/html

web.archive.org

text/html

cve.report (archive)
text/html
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https://web.archive.org/web/2006/http://secunia.com/advisories/20159
http://www.osvdb.org/25120
http://www.mandriva.com/security/advisories?name=MDKSA-2006:080
http://www.vupen.com/english/advisories/2006/2566
https://web.archive.org/web/2006/http://lists.suse.com/archive/suse-security-announce/2006-May/0004.html
https://cve.report/CVE-2006-1989/757641e0
http://lists.apple.com/archives/security-announce/2006/Jun/msg00000.html
http://www.debian.org/security/2006/dsa-1050
http://www.vupen.com/english/advisories/2006/1586
https://web.archive.org/web/2006/http://secunia.com/advisories/19880
https://web.archive.org/web/2006/http://secunia.com/advisories/20117
https://web.archive.org/web/2006/http://secunia.com/advisories/20877
https://cve.report/CVE-2006-1989/d79722e2
http://www.kb.cert.org/vuls/id/599220
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006_05_05.html
http://www.gentoo.org/security/en/glsa/glsa-200605-03.xml
https://web.archive.org/web/2006/http://secunia.com/advisories/19964
https://web.archive.org/web/2006/http://secunia.com/advisories/19874
http://cve.report/bid/17754

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Clam Anti-virus Clamav 0.88 All All All
Application Clam Anti-virus Clamav 0.88.1 All All All
Application Clam Anti-virus Clamav 0.88 All All All
Application Clam Anti-virus Clamav 0.88.1 All All All

Skk ok kkakak.

cpe:2.3:a:clam_anti-virus:clamav:0.88:*:*:*:*:*:*:*:

dkkakuk ok akuk.

cpe:2.3:a:clam_anti-virus:clamav:0.88.1:*:*:* 7 :*:

dkukakkakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.88:*:*:*:*:*:*:*:

cpe:2.3:a:clam_anti-virus:clamav:0.88.1:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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