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Summary

CVE CVE-2006-2050

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-26 20:06:00 UTC

Updated 2018-10-18 16:37:00 UTC

Description SQL injection vulnerability in dcboard.cgi in DCScripts DCForumLite 3.0 allows remote attackers to execute arbitrary SQL commands via the az parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dcscripts Dcforumlite 3.0 All All All

Application Dcscripts Dcforumlite 3.0 All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

24989 OSVDB www.osvdb.org

DCForumLite DCBoard.CGI Multiple Input Validation Vulnerabilities BID www.securityfocus.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityReason - DCForumLite V 3.0<--XSS/SQL Injection SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-05-08 Joshua Bressers Red Hat does not consider this to be a security issue. The FastCGI server is local trusted code and not under the control of an attacker, no trust boundary is crossed. For more information please see: https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2008-2050
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There are currently no legacy QID mappings associated with this CVE.
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