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Certain versions of Leadhound Full from Leadhound Network contain
the following vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in Leadhound Full and
LITE 2.1, and probably the Network Version "Full Version", allow
remote attackers to inject arbitrary web script or HTML via the login
parameter in (1) agent_affil.pl, (2) agent_help.pl, (3) agent_faq.pl, (4)
agent_help_insert.pl, (5) sign_out.pl, (6) members.pl, (7)

modify_agent_1.pl, (8) modify_agent_2.pl, (9) modify_agent.pl, (10) agent_links.pl, (11)
agent_stats_pending_leads.pl, (12) agent_logoff.pl, (13) agent_rev_det.pl, (14)
agent_subaffiliates.pl, (15) agent_stats_pending_leads.pl, (16) agent_transactions.pl, (17)
agent_payment_history.pl, (18) agent_summary.pl, (19) agent_camp_all.pl, (20)
agent_camp_new.pl, (21) agent_camp_notsub.pl, (22) agent_campaign.pl, (23)
agent_camp_expired.pl, (24) agent_stats_det.pl, (25) agent_stats.pl, (26) agent_camp_det.pl,
(27) agent_camp_sub.pl, (28) agent_affil_list.pl, and (29) agent_affil_code.pl; the logged
parameter in (30) agent_faq.pl, (31) agent_help_insert.pl, (32) members.pl, (33)
modify_agent_1.pl, (34) modify_agent_2.pl, (35) modify_agent.pl, (36) agent_links.pl, (37)
agent_subaffiliates.pl, (38) agent_stats_pending_leads.pl, (39) agent_transactions.pl, (40)
agent_summary.pl, (41) agent_camp_all.pl, (42) agent_camp_new.pl, (43)
agent_camp_notsub.pl, (44) agent_campaign.pl, (45) agent_camp_expired.pl, (46)
agent_stats.pl, (47) agent_camp_det.pl, (48) agent_camp_sub.pl, (49) agent_affil_list.pl, and
(50) agent_affil_code.pl; the camp_id parameter in (51) agent_links.pl, (52)
agent_subaffiliates.pl, and (53) agent_camp_det.pl; the (54) banner parameter in
agent_links.pl; the offset parameter in (55) agent_links.pl, (56) agent_subaffiliates.pl, (57)
agent_transactions.pl, and (58) agent_summary.pl; the date parameter in (59)
agent_subaffiliates.pl, (60) agent_transactions.pl, and (61) agent_summary.pl; the dates
parameter in (62) agent_rev_det.pl and (63) agent_stats_det.pl; the (64) page parameter in
agent_camp_det.pl; the (65) agent_id parameter in agent_commission_statement.pl; and the
(66) lost password field in lost_pwd.pl.

CVE-2006-2063 has been assigned by  cve@mitre.org to track the vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Leadhound Network Leadhound Full 2.1 All All All

Application Leadhound Network Leadhound Full 2.1_network_version All All All

Application Leadhound Network Leadhound Full 2.1 All All All

Application Leadhound Network Leadhound Full 2.1_network_version All All All

Application Leadhound Network Leadhound Lite 2.1 All All All

Application Leadhound Network Leadhound Lite 2.1 All All All
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No vendor comments have been submitted for this CVE
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