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Certain versions of Ie from Microsoft contain the following vulnerability:

Microsoft Internet Explorer before Windows XP Service Pack 2 and
Windows Server 2003 Service Pack 1, when Prompt is configured in
Security Settings, uses modal dialogs to verify that a user wishes to run
an ActiveX control or perform other risky actions, which allows user-
assisted remote attackers to construct a race condition that tricks a
user into clicking an object or pressing keys that are actually applied to

a "Yes" approval for executing the control.

CVSS2 Score: 5.1 - MEDIUM
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CVE References

Description Tags Link

Page Not Found - Missouri State University Vendor Advisory

student.missouristate.edu

text/html

Inactive Link Not Archived

 MISC
student.missouristate.edu/m/matthew007/advisories.asp?
adv=2006-02

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 22351

Neohapsis Archives - Full Disclosure List -
#0264 - [Full-Disclosure] Race conditions in
security dialogs

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20040407 Race conditions in security
dialogs

IBM X-Force Exchange exchange.xforce.ibmcloud.com  XF ie-modal-dialog-code-execution(26111)

CVE-2006-2094 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2006-2094/mitre
https://cve.report/CVE-2006-2094/nist
https://cve.report/CVE-2006-2094/cve_org
https://cve.report/CVE-2006-2094.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://student.missouristate.edu/m/matthew007/advisories.asp?adv=2006-02
http://www.osvdb.org/22351
https://web.archive.org/web/2006/http://archives.neohapsis.com/archives/fulldisclosure/2004-07/0264.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/26111


IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF ie-modal-dialog-code-execution(26111)

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2006-1559

Jesse Ruderman » Race conditions in security
dialogs

www.squarefree.com

text/html

 MISC www.squarefree.com/2004/07/01/race-
conditions-in-security-dialogs/

Microsoft Internet Explorer Modal Security Dialog
Race Condition May Let Remote Users Install
Code or Obtain Information - SecurityTracker

securitytracker.com

text/html

 SECTRACK 1015720

[Full-Disclosure] Mailing List Charter lists.grok.org.uk

text/html

Inactive Link Not Archived

 FULLDISC 20060427 PoC for Internet Explorer Modal
Dialog Issue

Microsoft Internet Explorer Modal Dialog
Manipulation Vulnerability

Exploit

cve.report (archive)

text/html

 BID 17713

Neohapsis Archives - VulnWatch - #0019 -
[VulnWatch] PoC for Internet Explorer Modal
Dialog Issue

web.archive.org

text/html

Inactive Link Not Archived

 VULNWATCH 20060427 PoC for Internet Explorer
Modal Dialog Issue

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20060426 Internet Explorer User Interface
Races, Redeux

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 5 All windows_nt_4.0 All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0 All windows_2000 All

Application Microsoft Ie 5.0 All windows_95 All

Application Microsoft Ie 5.0 All windows_98 All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 All windows_2000 All

Application Microsoft Ie 5.0.1 All windows_95 All

Application Microsoft Ie 5.0.1 All windows_98 All

Application Microsoft Ie 5.0.1 All windows_nt_4.0 All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All
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http://lists.grok.org.uk/pipermail/full-disclosure/2006-April/045589.html
http://cve.report/bid/17713
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Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 preview All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Ie 7.0 beta1 All All

Application Microsoft Ie 7.0 beta2 All All

Application Microsoft Ie 5 All windows_nt_4.0 All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0 All windows_2000 All

Application Microsoft Ie 5.0 All windows_95 All

Application Microsoft Ie 5.0 All windows_98 All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 All windows_2000 All

Application Microsoft Ie 5.0.1 All windows_95 All

Application Microsoft Ie 5.0.1 All windows_98 All

Application Microsoft Ie 5.0.1 All windows_nt_4.0 All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 preview All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Ie 7.0 beta1 All All

Application Microsoft Ie 7.0 beta2 All All

Application Microsoft Internet Explorer 5.0 All All All

Application Microsoft Internet Explorer 5.0.1 All All All
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Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp3 All All

Application Microsoft Internet Explorer 5.0.1 sp4 All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 preview All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All

Application Microsoft Internet Explorer 7.0 beta1 All All

Application Microsoft Internet Explorer 7.0 beta2 All All

cpe:2.3:a:microsoft:ie:5:*:windows_nt_4.0:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:windows_2000:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:windows_95:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:windows_98:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_2000:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_95:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_98:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_nt_4.0:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp4:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:preview:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:
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cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:7.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:7.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5:*:windows_nt_4.0:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:windows_2000:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:windows_95:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0:*:windows_98:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_2000:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_95:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_98:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:*:windows_nt_4.0:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp4:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:preview:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:7.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:7.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp4:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:preview:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:7.0:beta1:*:*:*:*:*:*:
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