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CVE-2006-2097

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCRILPIAP Certain versions of Invision Power Board from Invision Power Services
contain the following vulnerability:

SQL injection vulnerability in func_msg.php in Invision Power Board
(IPB) 2.1.4 allows remote attackers to execute arbitrary SQL
commands via the from_contact field in a private message (PM).

CVE-2006-2097 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

SecurityFocus (%) BUGTRAQ 20060427 SQL injection
exploit IPB <= 2.1.4

Invision Power Board "from_contact" SQL Injection Vulnerability - ){ SECUNIA 19861
Advisories - Secunia

SecurityReason SREASON 813

Invision Power Board Func_msg.PHP SQL Injection Vulnerability | Exploit | (% BID 17719

cve.report (archive)
text/html

IBM X-Force Exchange € XF invision-fromcontact-sql-
injection(26107)

© OSVDB 25021



https://cve.report/
https://cve.report/CVE-2006-2097/mitre
https://cve.report/CVE-2006-2097/nist
https://cve.report/CVE-2006-2097/cve_org
https://cve.report/CVE-2006-2097.pdf
http://cve.report/software/invision_power_services/invision_power_board
http://cve.report/vendor/invision_power_services
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/432248/100/0/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/19861
http://securityreason.com/securityalert/813
http://cve.report/bid/17719
https://exchange.xforce.ibmcloud.com/vulnerabilities/26107
http://www.osvdb.org/25021

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Invision Power Services Invision Power Board 1.0 All All All
Application Invision Power Services Invision Power Board 1.0.1 All All All
Application Invision Power Services Invision Power Board 1.11 All All All
Application Invision Power Services Invision Power Board 1.1.2 All All All
Application Invision Power Services Invision Power Board 1.2 All All All
Application Invision Power Services Invision Power Board 1.3 All All All
Application Invision Power Services Invision Power Board 1.3.1_final All All All
Application Invision Power Services Invision Power Board 1.3_final All All All
Application Invision Power Services Invision Power Board 2.0.0 All All All
Application Invision Power Services Invision Power Board 2.0.1 All All All
Application Invision Power Services Invision Power Board 2.0.2 All All All
Application Invision Power Services Invision Power Board 2.0.3 All All All
Application Invision Power Services Invision Power Board 2.04 All All All
Application Invision Power Services Invision Power Board 2.0.x All All All
Application Invision Power Services Invision Power Board 2.1 All All All
Application Invision Power Services Invision Power Board 2.1.0 All All All
Application Invision Power Services Invision Power Board 2.1.1 All All All
Application Invision Power Services Invision Power Board 2.1.2 All All All
Application Invision Power Services Invision Power Board 2.1.3 All All All
Application Invision Power Services Invision Power Board 2.1_alpha2 All All All
Application Invision Power Services Invision Power Board 2.1_beta2 All All All
Application Invision Power Services Invision Power Board 2.1_beta3 All All All
Application Invision Power Services Invision Power Board 2.1_betad All All All
Application Invision Power Services Invision Power Board 2.1_betab All All All
Application Invision Power Services Invision Power Board 2.1_rcl All All All
Application Invision Power Services Invision Power Board 1.0 All All All
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cpe:2.3:a:invision_power_services:invision_power_board:1.0:*:*:**

cpe:2.3:a:invision_power_services:invision_power_board:1.0.1:*: """

cpe:2.3:a:invision_power_services:invision_power_board:1.1.1:* % "

cpe:2.3:a:invision_power_services:invision_power_board:1.1.2:*: """

Ak kKK LKLk Lk,

cpe:2.3:a:invision_power_services:invision_power_board:1.2:*:*:* %

akk kKK LKLk,

cpe:2.3:a:invision_power_services:invision_power_board:1.3:*:*:*:* %

cpe:2.3:a:invision_power_services:invision_power_board:1.3.1_final

cpe:2.3:a:invision_power_services:invision_power_board:1.3_final

akLk kKKK Lk,

dkakLk ok akakok,

1.2

1.3
1.3.1_final
1.3_final
2.0.0

2.0.1
2.0.2
2.0.3
2.04
2.0.x

21

2.1_alpha2
2.1 _beta2
2.1 _beta3
2.1 _betad
2.1_betab
2.1_rcl
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cpe:Z.3:a:nvision_power_services:invision_power_board:2.0.0:":"" it

Skuk Lk k Lk akuk.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.1:*:*:*:*:**:*:

Skuk ok k ok ukak.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.2:*:*:*:**:*:*:

Sk Lk k kR akak.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.4:*:*:
Wk Lk kok . kokok,

cpe:2.3:a:invision_power_services:invision_power_board:2.0.x:*:*:

Kk kKK kK,

cpe:2.3:a:invision_power_services:invision_power_board:2.1:*:*****:*:

Sk Rk kR akak.

cpe:2.3:a:invision_power_services:invision_power_board:2.1.0:*:*:***:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:invision_power_services:invision_power_board:2.1.1:*:*:***:*:*:

Sk Rk kR akak.

cpe:2.3:a:invision_power_services:invision_power_board:2.1.2:*:*:*:**:*:*:

skakakakakakak.

cpe:2.3:a:invision_power_services:invision_power_board:1.1.1:*: """

dkakakakakakak.

cpe:2.3:a:invision_power_services:invision_power_board:1.1.2:*:*:* """

cpe:2.3:a:invision_power_services:invision_power_board:1.2:*:*:*:

akk LKLk LK LK LK,

cpe:2.3:a:invision_power_services:invision_power_board:1.3:*:*:*

akLk kKK kK,

cpe:2.3:a:invision_power_services:invision_power_board:1.3.1_final:*:*:*:*:*:*:*:

akLkak ok akakk,

cpe:2.3:a:invision_power_services:invision_power_board:1.3_final:*:*:*:*:*:*:*:

Skk ok ukkakuk.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.0:*:*:*:*:*:*:*:

Skk Kk ukkakak.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.1:*:*: """

Skak Kk uk ok akak.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.2:*:*:*:*:*:*:*:

Skkakakakakak.

cpe:2.3:a:invision_power_services:invision_power_board:2.0.3:*:*:*:*:*:*:*:



cpe:2.3:a:invision_power_services:invision_power_board:2.0.4:*:*:*:*:* %

cpe:2.3:a:invision_power_services:invision_power_board:2.0.x:*:*****:*:

KKk kKKK,

cpe:2.3:a:invision_power_services:invision_power_board:2.1:*:

cpe:2.3:a:invision_power_services:invision_power_board:2.1.0:*:*: " *:
cpe:2.3:a:invision_power_services:invision_power_board:2.1.1:*:*: "
cpe:2.3:a:invision_power_services:invision_power_board:2.1.2:*:*:** " *:

cpe:2.3:a:invision_power_services:invision_power_board:2.1.3:*:*:***:*:*:

dk Kk kR kR,

cpe:2.3:a:invision_power_services:invision_power_board:2.1_alpha2:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:invision_power_services:invision_power_board:2.1_beta2:*:*:*:*:*:*:*:

Kk kKK oKk,

cpe:2.3:a:invision_power_services:invision_power_board:2.1_beta3:*:*:*:**:*:*:

cpe:2.3:a:invision_power_services:invision_power_board:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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