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Certain versions of Cam Unzip from Cam Development contain the
following vulnerability:

Buffer overflow in (1) TZipBuilder 1.79.03.01, (2) Abakt 0.9.2 and 0.9.3-
beta1, (3) CAM UnZip 4.0 and 4.3, and possibly other products, allows
user-assisted attackers to execute arbitrary code via a ZIP archive that
contains a file with a long file name.
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Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2006-1865

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060515 Secunia Research: Abakt
ZIP File Handling Buffer OverflowVulnerability

Abakt ZIP File Handling Buffer Overflow Vulnerability -
Advisories - Secunia

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 20068

SecurityReason - TZipBuilder ZIP File Handling Buffer
OverflowVulnerability

securityreason.com

text/html

 SREASON 853

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060519 Secunia Research: CAM
UnZip ZIP File Handling Buffer
OverflowVulnerability

CVE-2006-2161 has been assigned by  PSIRT-CNA@flexerasoftware.com to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2006-2161/mitre
https://cve.report/CVE-2006-2161/nist
https://cve.report/CVE-2006-2161/cve_org
https://cve.report/CVE-2006-2161.pdf
http://cve.report/software/cam_development/cam_unzip
http://cve.report/vendor/cam_development
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2006/1865
http://www.securityfocus.com/archive/1/434019/100/0/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/20068
http://securityreason.com/securityalert/853
http://www.securityfocus.com/archive/1/434520/100/0/threaded


OverflowVulnerability

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF abakt-zip-bo(26435)

CAM UnZip ZIP File Handling Buffer Overflow
Vulnerability - Secunia Research - Secunia

Patch

Vendor Advisory

web.archive.org

text/html

 MISC secunia.com/secunia_research/2006-
34/advisory/

Abakt - Release Notes web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
www.xs4all.nl/~edienske/abakt/releases.html#0.9.3-
RC1

CAM UnZip ZIP File Handling Buffer Overflow
Vulnerability - Advisories - Secunia

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 19946

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2006-1805

Abakt Buffer Overflow in Processing Zip Files Lets
Remote Users Execute Arbitrary Code -
SecurityTracker

Patch

securitytracker.com

text/html

 SECTRACK 1016107

TZipBuilder ZIP File Buffer Overflow Vulnerability Patch

cve.report (archive)

text/html

 BID 17880

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF camunzip-archive-bo(26549)

TZipBuilder ZIP File Handling Buffer Overflow
Vulnerability - Advisories - Secunia

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 19945

TZipBuilder Buffer Overflow in Processing ZIP
Archives Lets Remote Users Execute Arbitrary Code -
SecurityTracker

Patch

securitytracker.com

text/html

 SECTRACK 1016064

'[Full-disclosure] Secunia Research: Abakt ZIP File
Handling Buffer' - MARC

marc.info

text/html

 FULLDISC 20060515 Secunia Research: Abakt
ZIP File Handling Buffer

About Secunia Research | Flexera Patch

Vendor Advisory

web.archive.org

text/html

 MISC secunia.com/secunia_research/2006-
31/advisory/

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2006-1687

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060508 Secunia Research:
TZipBuilder ZIP File Handling Buffer
OverflowVulnerability

TZipBuilder ZIP File Handling Buffer Overflow
Vulnerability - Secunia Research - Secunia

Vendor Advisory

web.archive.org

text/html

 MISC secunia.com/secunia_research/2006-
26/advisory

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF tzipbuilder-zip-bo(26275)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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← Previous ID Next ID→

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Cam Development Cam Unzip 4.0 All All All

Application Cam Development Cam Unzip 4.3 All All All

Application Cam Development Cam Unzip 4.0 All All All

Application Cam Development Cam Unzip 4.3 All All All

Application Erik Dienske Abakt 0.9.2 All All All

Application Erik Dienske Abakt 0.9.3_beta1 All All All

Application Erik Dienske Abakt 0.9.2 All All All

Application Erik Dienske Abakt 0.9.3_beta1 All All All

Application Roger Aelbrecht Tzipbuilder 1.79.03.01 All All All

Application Roger Aelbrecht Tzipbuilder 1.79.03.01 All All All

No vendor comments have been submitted for this CVE
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