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Certain versions of Nagios from Nagios contain the following
vulnerability:

Buffer overflow in CGI scripts in Nagios 1.x before 1.4 and 2.x before
2.3 allows remote attackers to execute arbitrary code via a negative
content length (Content-Length) HTTP header.
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CVE References

Description Tags Link

Secunia - Advisories - Gentoo update for nagios web.archive.org

text/html

 SECUNIA 20013

Debian update for nagios - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 20247

No Description Provided sourceforge.net

Inactive Link Not Archived

 CONFIRM
sourceforge.net/mailarchive/forum.php?
thread_id=10297806&forum_id=7890

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SR:2006:011

Debian -- Security Information -- DSA-1072-1 nagios www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1072
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https://cve.report/CVE-2006-2162/nist
https://cve.report/CVE-2006-2162/cve_org
https://cve.report/CVE-2006-2162.pdf
http://cve.report/software/nagios/nagios
http://cve.report/vendor/nagios
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2006/http://secunia.com/advisories/20013
https://web.archive.org/web/2006/http://secunia.com/advisories/20247
https://sourceforge.net/mailarchive/forum.php?thread_id=10297806&forum_id=7890
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2006_05_19.html
http://www.debian.org/security/2006/dsa-1072
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text/html

Ubuntu update for nagios - Advisories - Secunia web.archive.org

text/html

 SECUNIA 19998

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF nagios-multiple-scripts-bo(26253)

USN-282-1: Nagios vulnerability | Ubuntu security
notices

usn.ubuntu.com

text/html

 UBUNTU USN-282-1

Nagios Remote Negative Content-Length Buffer
Overflow Vulnerability

cve.report (archive)

text/html

 BID 17879

Secunia - Advisories - Nagios Content-Length Handling
Buffer Overflow Vulnerability

web.archive.org

text/html

 SECUNIA 19991

Gentoo Linux Documentation -- Nagios: Buffer overflow www.gentoo.org

text/html

 GENTOO GLSA-200605-07

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2006-1662

Nagios: Changelog www.nagios.org

text/html

 CONFIRM
www.nagios.org/development/changelog.php

SUSE Updates for Multiple Packages - Advisories -
Secunia

web.archive.org

text/html

 SECUNIA 20215

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Nagios Nagios All All All All

Application Nagios Nagios All All All All

No vendor comments have been submitted for this CVE
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