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Summary

CVE CVE-2006-2198

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-30 18:05:00 UTC

Updated 2018-10-18 16:38:00 UTC

Description OpenOffice.org (aka StarOffice) 1.1.x up to 1.1.5 and 2.0.x before 2.0.3 allows user-assisted attackers to conduct unauthorized activities via an OpenOffice document with a malicious BASIC macro, which is executed without prompting the user.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openoffice Openoffice 1.1.0 All All All

Application Openoffice Openoffice 1.1.1 All All All

Application Openoffice Openoffice 1.1.1a All All All

Application Openoffice Openoffice 1.1.1b All All All

Application Openoffice Openoffice 1.1.2 All All All

Application Openoffice Openoffice 1.1.3 All All All

Application Openoffice Openoffice 1.1.4 All All All

Application Openoffice Openoffice 1.1.5 All All All

Application Openoffice Openoffice 2.0.0 All All All

Application Openoffice Openoffice 2.0.0_rc1 All All All

Application Openoffice Openoffice 2.0.0_rc2 All All All

Application Openoffice Openoffice 2.0.0_rc3 All All All

Application Openoffice Openoffice 2.0.1 All All All

Application Openoffice Openoffice 2.0.2 All All All

Application Openoffice Openoffice 2.0.2_rc1 All All All

Application Openoffice Openoffice 2.0.2_rc2 All All All

Application Openoffice Openoffice 2.0.2_rc3 All All All
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Application Openoffice Openoffice 2.0.2_rc3 All All All

Application Openoffice Openoffice 2.0.2_rc4 All All All

Application Openoffice Openoffice 2.0.3_rc3 All All All

Application Openoffice Openoffice 2.0.3_rc4 All All All

Application Openoffice Openoffice 2.0.3_rc5 All All All

Application Openoffice Openoffice 2.0.3_rc6 All All All

Application Openoffice Openoffice 1.1.0 All All All

Application Openoffice Openoffice 1.1.1 All All All

Application Openoffice Openoffice 1.1.1a All All All

Application Openoffice Openoffice 1.1.1b All All All

Application Openoffice Openoffice 1.1.2 All All All

Application Openoffice Openoffice 1.1.3 All All All

Application Openoffice Openoffice 1.1.4 All All All

Application Openoffice Openoffice 1.1.5 All All All

Application Openoffice Openoffice 2.0.0 All All All

Application Openoffice Openoffice 2.0.0_rc1 All All All

Application Openoffice Openoffice 2.0.0_rc2 All All All

Application Openoffice Openoffice 2.0.0_rc3 All All All

Application Openoffice Openoffice 2.0.1 All All All

Application Openoffice Openoffice 2.0.2 All All All

Application Openoffice Openoffice 2.0.2_rc1 All All All

Application Openoffice Openoffice 2.0.2_rc2 All All All

Application Openoffice Openoffice 2.0.2_rc3 All All All

Application Openoffice Openoffice 2.0.2_rc4 All All All

Application Openoffice Openoffice 2.0.3_rc3 All All All

Application Openoffice Openoffice 2.0.3_rc4 All All All

Application Openoffice Openoffice 2.0.3_rc5 All All All

Application Openoffice Openoffice 2.0.3_rc6 All All All

Application Sun Staroffice 7.0 All All All

Application Sun Staroffice 8.0 All All All

Application Sun Staroffice 7.0 All All All

Application Sun Staroffice 8.0 All All All
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[SECURITY] Fedora Core 5 Update: openoffice.org-2.0.2-5.20.2 | FedoraNEWS.ORG
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SecurityFocus

Repository / Oval Repository

Fedora update for openoffice.org - Advisories - Secunia

#102490: Security Vulnerability With Macros in StarOffice/StarSuite

[#RPL-475] multiple openoffice.org vulnerabilities CVE-2006-2198 CVE-2006-3117 - rPath JIRA

Red Hat update for OpenOffice.org - Advisories - Secunia
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Gentoo Linux Documentation -- OpenOffice.org: Multiple vulnerabilities

IBM X-Force Exchange

SUSE update for OpenOffice_org - Advisories - Secunia

Advisories - Mandriva Linux

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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