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CVE CVE-2006-2199
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-30 18:05:00 UTC
Updated 2018-10-18 16:38:00 UTC
Description Unspecified vulnerability in Java Applets in OpenOffice.org 1.1.x (aka StarOffice) up to 1.1.5 and 2.0.x before 2.0.3 allows t

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openoffice Openoffice 1.1.0 All All All
Application Openoffice Openoffice 1.1.1 All All All
Application Openoffice Openoffice 1.1.2 All All All
Application Openoffice Openoffice 1.1.3 All All All
Application Openoffice Openoffice 1.1.4 All All All
Application Openoffice Openoffice 1.1.5 All All All
Application Openoffice Openoffice 2.0.0 All All All
Application Openoffice Openoffice 2.0.1 All All All
Application Openoffice Openoffice 2.0.2 All All All
Application Openoffice Openoffice 1.1.0 All All All
Application Openoffice Openoffice 1.1.1 All All All
Application Openoffice Openoffice 1.1.2 All All All
Application Openoffice Openoffice 1.1.3 All All All
Application Openoffice Openoffice 1.1.4 All All All
Application Openoffice Openoffice 1.1.5 All All All
Application Openoffice Openoffice 2.0.0 All All All
Application Openoffice Openoffice 2.0.1 All All All
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Application Openoffice Openoffice 2.0.2 All All All

Application Sun Staroffice 6.0 All All All
Application Sun Staroffice 7.0 All All All
Application Sun Staroffice 8.0 All All All
Application Sun Staroffice 6.0 All All All
Application Sun Staroffice 7.0 All All All
Application Sun Staroffice 8.0 All All All
Reference

Debian -- Security Information -- DSA-1104-2 openoffice.org

StarOffice / StarSuite Multiple Vulnerabilities - Advisories - Secunia

Ubuntu update for openoffice.org - Advisories - Secunia

Security Announcement

usn/usn-313-2 - Ubuntu: Linux for human beings

#102475: Security Vulnerability With Java Applets in StarOffice/StarSuite
[SECURITY] Fedora Core 5 Update: openoffice.org-2.0.2-5.20.2 | FedoraNEWS.ORG
usn/usn-313-1 - Ubuntu: Linux for human beings

Webmail - OVH

Debian update for openoffice.org - Advisories - Secunia

Gentoo update for OpenOffice.org - Advisories - Secunia

Webmail - OVH

CVE-2006-2199

rhn.redhat.com | Red Hat Support

Security Tracker.com Archives - OpenOffice.org Bugs Let Java Scripts Escape the Sandbox, Macro Code Be Executed, or Arbitrary Code Be E
SecurityFocus

Fedora update for openoffice.org - Advisories - Secunia

[#RPL-475] multiple openoffice.org vulnerabilities CVE-2006-2198 CVE-2006-3117 - rPath JIRA
Red Hat update for OpenOffice.org - Advisories - Secunia

OpenOffice Multiple Vulnerabilities - Advisories - Secunia

US-CERT Vulnerability Note VU#243681

Mandriva update for OpenOffice.org - Advisories - Secunia

IBM X-Force Exchange

OpenOffice Java Applet System Access Vulnerability

Gentoo Linux Documentation -- OpenOffice.org: Multiple vulnerabilities



http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice
http://cve.report/vendor/sun
http://cve.report/software/sun/staroffice
http://cve.report/vendor/sun
http://cve.report/software/sun/staroffice
http://cve.report/vendor/sun
http://cve.report/software/sun/staroffice
http://cve.report/vendor/sun
http://cve.report/software/sun/staroffice
http://cve.report/vendor/sun
http://cve.report/software/sun/staroffice
http://cve.report/vendor/sun
http://cve.report/software/sun/staroffice
http://www.debian.org/security/2006/dsa-1104
http://secunia.com/advisories/20911
http://secunia.com/advisories/20995
http://www.novell.com/linux/security/advisories/2006_40_openoffice.html
http://www.ubuntu.com/usn/usn-313-2
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102475-1
http://fedoranews.org/cms/node/2343
http://www.ubuntu.com/usn/usn-313-1
http://www.vupen.com/english/advisories/2006/2621
http://secunia.com/advisories/20893
http://secunia.com/advisories/21278
http://www.vupen.com/english/advisories/2006/2607
http://www.openoffice.org/security/CVE-2006-2199.html
http://www.redhat.com/support/errata/RHSA-2006-0573.html
http://securitytracker.com/id?1016414
http://www.securityfocus.com/archive/1/447035/100/0/threaded
http://secunia.com/advisories/23620
https://issues.rpath.com/browse/RPL-475
http://secunia.com/advisories/20910
http://secunia.com/advisories/20867
http://www.kb.cert.org/vuls/id/243681
http://secunia.com/advisories/20975
https://exchange.xforce.ibmcloud.com/vulnerabilities/27569
http://www.securityfocus.com/bid/18737
http://security.gentoo.org/glsa/glsa-200607-12.xml

SUSE update for OpenQittice_org - Advisories - Secunia
Repository / Oval Repository

Advisories - Mandriva Linux

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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