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Summary

CVE CVE-2006-2224

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-05 19:02:00 UTC

Updated 2018-10-18 16:38:00 UTC

Description RIPd in Quagga 0.98 and 0.99 before 20060503 does not properly enforce RIPv2 authentication requirements, which allows remote attackers to modify routing state via RIPv1 RESPONSE packets.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quagga Quagga Routing Software Suite 0.95 All All All

Application Quagga Quagga Routing Software Suite 0.96.2 All All All

Application Quagga Quagga Routing Software Suite 0.96.3 All All All

Application Quagga Quagga Routing Software Suite 0.98.5 All All All

Application Quagga Quagga Routing Software Suite All All All All

Application Quagga Quagga Routing Software Suite 0.95 All All All

Application Quagga Quagga Routing Software Suite 0.96.2 All All All

Application Quagga Quagga Routing Software Suite 0.96.3 All All All

Application Quagga Quagga Routing Software Suite 0.98.5 All All All
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Reference Source

Gentoo Linux Documentation -- Quagga Routing Suite: Multiple vulnerabilities GENTOO

SecurityTracker.com Archives - Quagga Bugs Let Remote Users Obtain or Modify Routing Information and Local Users Deny Service SECTRACK

Security Announcement SUSE

Debian update for quagga - Advisories - Secunia SECUNIA
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Repository / Oval Repository OVAL
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rhn.redhat.com | Red Hat Support REDHAT

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

Red Hat update for zebra - Advisories - Secunia SECUNIA

20060602-01-U SGI

Gentoo update for quagga - Advisories - Secunia SECUNIA
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Debian -- Security Information -- DSA-1059-1 quagga DEBIAN

Quagga RIPd RIPv1 Request Handling Security Issue - Advisories - Secunia SECUNIA

rhn.redhat.com | Red Hat Support REDHAT

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA

262 – arh200604-2: RIPv1 route injection bypasses authentication CONFIRM

Red Hat update for quagga - Advisories - Secunia SECUNIA

25225 OSVDB

Quagga Information Disclosure and Route Injection Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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