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CVE CVE-2006-2224
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-05 19:02:00 UTC
Updated 2018-10-18 16:38:00 UTC
Description RIPd in Quagga 0.98 and 0.99 before 20060503 does not properly enforce RIPv2 authentication requirements, which allow:
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Quagga Quagga Routing Software Suite 0.95 All All All

Application Quagga Quagga Routing Software Suite 0.96.2 All All All

Application Quagga Quagga Routing Software Suite 0.96.3 All All All

Application Quagga Quagga Routing Software Suite 0.98.5 All All All

Application Quagga Quagga Routing Software Suite All All All All

Application Quagga Quagga Routing Software Suite 0.95 All All All

Application Quagga Quagga Routing Software Suite 0.96.2 All All All

Application Quagga Quagga Routing Software Suite 0.96.3 All All All

Application Quagga Quagga Routing Software Suite 0.98.5 All All All
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IBM X-Force Exchange
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SecurityFocus

Red Hat update for zebra - Advisories - Secunia
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262 — arh200604-2: RIPv1 route injection bypasses authentication

Red Hat update for quagga - Advisories - Secunia
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Quagga Information Disclosure and Route Injection Vulnerabilities

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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