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CVE-2006-2229

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINACHAUNC PINAP Certain versions of Openvpn from Openvpn contain the following
: vulnerability:

OpenVPN 2.0.7 and earlier, when configured to use the --management
option with an IP that is not 127.0.0.1, uses a cleartext password for
TCP sessions to the management interface, which might allow remote
attackers to view sensitive information or cause a denial of service.

CVE-2006-2229 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
Ty OSVDB 25660

SecurityFocus ) BUGTRAQ 20060503 OpenVPN 2.0.7 and below: Remote OpenVPN Management
Interface Flaw

SecurityFocus ™ BUGTRAQ 20060503 Re: OpenVPN 2.0.7 and below: Remote OpenVPN
Management Interface Flaw

SecurityFocus (%) BUGTRAQ 20060503 Re: OpenVPN 2.0.7 and below: Remote OpenVPN
Management Interface Flaw

OpenVPN 2.0.x Man (¢) MISC openvpn.net/man.html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that


https://cve.report/
https://cve.report/CVE-2006-2229/mitre
https://cve.report/CVE-2006-2229/nist
https://cve.report/CVE-2006-2229/cve_org
https://cve.report/CVE-2006-2229.pdf
http://cve.report/software/openvpn/openvpn
http://cve.report/vendor/openvpn
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.osvdb.org/25660
http://www.securityfocus.com/archive/1/432863/100/0/threaded
http://www.securityfocus.com/archive/1/433000/100/0/threaded
http://www.securityfocus.com/archive/1/432867/100/0/threaded
http://openvpn.net/man.html

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openvpn Openvpn 2.0 All All All
Application Openvpn Openvpn 2.0.1_rc1 All All All
Application Openvpn Openvpn 2.0.1_rc2 All All All
Application Openvpn Openvpn 2.0.1_rc3 All All All
Application Openvpn Openvpn 2.0.1_rc4 All All All
Application Openvpn Openvpn 2.0.1_rc5 All All All
Application Openvpn Openvpn 2.0.1_rc6 All All All
Application Openvpn Openvpn 2.0.1_rc7 All All All
Application Openvpn Openvpn 2.0.2_rci All All All
Application Openvpn Openvpn 2.0.3_rct All All All
Application Openvpn Openvpn 2.04 All All All
Application Openvpn Openvpn 2.0.6_rct All All All
Application Openvpn Openvpn 2.0_beta1 All All All
Application Openvpn Openvpn 2.0_betal10 All All All
Application Openvpn Openvpn 2.0_betalt All All All
Application Openvpn Openvpn 2.0_betal12 All All All
Application Openvpn Openvpn 2.0_beta13 All All All
Application Openvpn Openvpn 2.0_betal1bs All All All
Application Openvpn Openvpn 2.0_beta16 All All All
Application Openvpn Openvpn 2.0_betal7 All All All
Application Openvpn Openvpn 2.0_betal8 All All All
Application Openvpn Openvpn 2.0_beta19 All All All
Application Openvpn Openvpn 2.0_beta2 All All All
Application Openvpn Openvpn 2.0_beta20 All All All
Application Openvpn Openvpn 2.0_beta28 All All All
Application Openvpn Openvpn 2.0_beta3 All All All
Application Openvpn Openvpn 2.0_beta4 All All All

Application Openvpn Openvpn 2.0_beta5 All All All
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cpe:2.3:a:openvpn:openvpn:2.0:

cpe:2.3:a:openvpn:openvpn:2.0.1_rct e

cpe:2.3:a:openvpn:openvpn:2.0.1_rch:*:*

cpe:2.3:a:openvpn:openvpn:2.0.1_rc6:*:*:*:**:*:*:

cpe:2.3:a:openvpn:openvpn:2.0.4:****

cpe:2.3:a:openvpn:openvpn:2.0.6_rcl**

cpe:2.3:a:openvpn:openvpn:2.0_betal8:*:*:*:":*:*:":

cpe:2.3:a:openvpn:openvpn:2.0_betal9:*:*:**:*:

cpe:2.3:a:openvpn:openvpn:2.0_beta2:*:*:*:*:*:

cpe:2.3:a:openvpn:openvpn:2.0_beta20:*:*:*:*:*:*::

cpe:2.3:a:openvpn:openvpn:2.0_beta3:*:*:*: "

cpe:2.3:a:openvpn:openvpn:2.0_betad:*:*:*:*:**:

cpe:2.3:a:openvpn:openvpn:2.0_betab:*:*:*:**:*:*:



dkk kR Lk akuk.

cpe:2.3:a:openvpn:openvpn:2.0_beta6:*:*:*:*:*:*:*:

LRk kR kR k.

cpe:2.3:a:openvpn:openvpn:2.0_beta7:*:*:*:***:*:

dkak kR ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_beta8:*:*:*:*:*:*:*:

dk kR kR Rk,

cpe:2.3:a:openvpn:openvpn:2.0_rcl

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rc10:*:****"*:

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc11:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rcl2: >

cpe:2.3:a:openvpn:openvpn:2.0_rc20:*: "

dkkakkakakk.

cpe:2.3:a:openvpn:openvpn:2.0_rc6:™ "

dkukakkkakak.

cpe:2.3:a:openvpn:openvpn:2.0_rc7: " e

dkkak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_rc8: "

dkkak ok akakuk,

cpe:2.3:a:openvpn:openvpn:2.0_rc9: "

Skk Lk ak ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test10:*:*:*:** "

cpe:2.3:a:openvpn:openvpn:2.0_test11: "

rnA 2 R:annAanvnn anAanvynn:? N tagt] D-Xkkokkkok.



R Lo R N BT I R

Skk ok k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test14:*:*****:*:

Skk ok ak ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test15:*:*****:*:

Skk Lk k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test16:*:

Skuk ok k ok akak,

cpe:2.3:a:openvpn:openvpn:2.0_test18:*:*****:*:

Skk ok kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_test19:* " * "

kKK oKk kR,

cpe:2.3:a:openvpn:openvpn:2.0_test2:*:*:**:**:*:

Sk ok ak ok akkak.

cpe:2.3:a:openvpn:openvpn:2.0_test20:*:**:** "

sk ok ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test22:*:*:*:*:*:*:*:

dkak ok akakakak.

cpe:2.3:a:openvpn:openvpn:2.0_test23:*:*:*:** "

akLk koK Lk Kk,

cpe:2.3:a:openvpn:openvpn:2.0_test8:*:*:*:*:*

AkLk koK Lk LKk,

cpe:2.3:a:openvpn:openvpn:2.0_test9: " :*:**::

dkkakkkakak.

cpe:2.3:a:openvpn:openvpn:2.0:*:

dkLk koK k Lk k,

cpe:2.3:a:openvpn:openvpn:2.0.1_rct:** xx

ARk kKK LRk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc3:*:**** "

akLakk kR Rk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rcd:**** "



ARk Lk kR Rk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rch:*****: %

AkakLk kR kR,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc6:**:*:*:*:*:*:

dkakak kKRR,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc7:

ARk ak kR Rk,

cpe:2.3:a:openvpn:openvpn:2.0.2_rct e

cpe:2.3:a:openvpn:openvpn:2.0.4:

ARk koK kR k.

cpe:2.3:a:openvpn:openvpn:2.0.6_rct:

dk Kk kR Rk,

cpe:2.3:a:openvpn:openvpn:2.0_betal:*:*:**:**:*:

Kk ak KRRk

cpe:2.3:a:openvpn:openvpn:2.0_betalQ:*:*:*:*:*:*:

Kk kKRR ok

cpe:2.3:a:openvpn:openvpn:2.0_betal2:*:*:*:*:*:*:

Kk KoKk ok ak

cpe:2.3:a:openvpn:openvpn:2.0_betal3:*:*:*:*:*:*:

dkkakokakakuk.

cpe:2.3:a:openvpn:openvpn:2.0_beta5:*:*:*: "

L

cpe:2.3:a:openvpn:openvpn:2.0_beta6:*:*:*:*:*:*:*:



kKKK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc11: e

kKK oKk kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rcl2:*

Kk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rcl 3

Kk kKKK Lk,

cpe:2.3:a:openvpn:openvpn:2.0_rcl4:***xx" >

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc16: > "%

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rc17:*:****"*:

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc18:*:****: "%

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc19:*:****:"*:

skakakakakakak.

cpe:2.3:a:openvpn:openvpn:2.0_test10:™:*:*:* "

Skakakakakakak.

cpe:2.3:a:openvpn:openvpn:2.0_test11: :*****:*:

Skkakakkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test12:*:*:*:***:*:

skukakak ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test14:*:*:*:***:*:

dkk Lk k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test18: ™



KKk ok akuk k.

cpe:2.3:a:openvpn:openvpn:2.0_test2:*:*:**:**:*:

Skk Lk k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test20:*:*:**

Sk Rk ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test24:*:*:*:***::

Sk ok ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test25:*:*:*:** "

dkakak ok akakak,

cpe:2.3:a:openvpn:openvpn:2.0_test26:*:*:*:*:*: "

sk Rk ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test27:*:*:*:***:*:

cpe:2.3:a:openvpn:openvpn_access_server:2.0.1:

cpe:2.3:a:openvpn:openvpn_access_server:2.0.2:*

cpe:2.3:a:openvpn:openvpn_access_server:2.0.5:%

cpe:2.3:a:openvpn:openvpn_access_server:2.0.6:%:* "

cpe:2.3:a:openvpn:openvpn_access_server:2.0.7:%:

cpe:2.3:a:openvpn:openvpn_access_server:2.0.1:%

cpe:2.3:a:o0penvpn:openvpn_access_server:2.0.2:%:*

cpe:2.3:a:openvpn:openvpn_access_server:2.0.5:% %

cpe:2.3:a:openvpn:openvpn_access_server:2.0.6:%:*

cpe:2.3:a:openvpn:openvpn_access_server:2.0.7:%




No vendor comments have been submitted for this CVE
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