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Argument injection vulnerability in the URI handler in Skype 2.0.*.104 and 2.5.*.0 through 2.5.*.78 for Windows allows remc
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows All All All All
Microsoft Windows All All All All
Skype Technologies Skype 0.98.0.04 All All All
Skype Technologies Skype 1.0.0.10 All All All
Skype Technologies Skype 1.0.0.100 All All All
Skype Technologies Skype 1.0.0.18 All All All
Skype Technologies Skype 1.0.0.29 All All All
Skype Technologies Skype 1.0.0.9 All All All
Skype Technologies Skype 1.0.0.94 All All All
Skype Technologies Skype 1.0.0.97 All All All
Skype Technologies Skype 1.1.0.0 All All All
Skype Technologies Skype 1.4.0.83 All All All
Skype Technologies Skype 2.0 All All All
Skype Technologies Skype 2.0.104 All All All
Skype Technologies Skype 2.5 All All All
Skype Technologies Skype 2.5.78 All All All
Skype Technologies Skype 0.98.0.04 All All All
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Application Skype Technologies Skype 1.0.0.10 All All All

Application Skype Technologies Skype 1.0.0.100 All All All

Application Skype Technologies Skype 1.0.0.18 All All All

Application Skype Technologies Skype 1.0.0.29 All All All

Application Skype Technologies Skype 1.0.0.9 All All All

Application Skype Technologies Skype 1.0.0.94 All All All

Application Skype Technologies Skype 1.0.0.97 All All All

Application Skype Technologies Skype 1.1.0.0 All All All

Application Skype Technologies Skype 1.4.0.83 All All All

Application Skype Technologies Skype 2.0 All All All

Application Skype Technologies Skype 2.0.104 All All All

Application Skype Technologies Skype 25 All All All

Application Skype Technologies Skype 2.5.78 All All All

Reference Source Link Tags
SKYPE-SB/2006-001: Improper handling of URI arguments CONFIRM  www.skype.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advis
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

US-CERT Vulnerability Note VU#466428 CERT-VN  www.kb.cert.org US Governme
SecurityFocus BUGTRAQ www.securityfocus.com

Skype Technologies Skype URI Handling Remote File Download Vulnerability BID www.securityfocus.com

25658 OSVDB www.osvdb.org

20060521 Skype - URI Handler Command Switch Parsing FULLDISC archives.neohapsis.com

Skype URL Handling File Disclosure Vulnerability - Advisories - Secunia SECUNIA  secunia.com Vendor Advis
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an;
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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