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Summary

CVE CVE-2006-2313

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-24 10:06:00 UTC

Updated 2018-10-18 16:39:00 UTC

Description PostgreSQL 8.1.x before 8.1.4, 8.0.x before 8.0.8, 7.4.x before 7.4.13, 7.3.x before 7.3.15, and earlier versions allows context-dependent attackers to bypass SQL injection protection methods in applications via invalid encodings of multibyte characters, aka one variant of "Encoding-Based SQL Injection."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 7.3 All All All

Application Postgresql Postgresql 7.3.1 All All All

Application Postgresql Postgresql 7.3.10 All All All

Application Postgresql Postgresql 7.3.11 All All All

Application Postgresql Postgresql 7.3.12 All All All

Application Postgresql Postgresql 7.3.13 All All All

Application Postgresql Postgresql 7.3.14 All All All

Application Postgresql Postgresql 7.3.2 All All All

Application Postgresql Postgresql 7.3.3 All All All

Application Postgresql Postgresql 7.3.4 All All All

Application Postgresql Postgresql 7.3.5 All All All

Application Postgresql Postgresql 7.3.6 All All All

Application Postgresql Postgresql 7.3.7 All All All

Application Postgresql Postgresql 7.3.8 All All All

Application Postgresql Postgresql 7.3.9 All All All

Application Postgresql Postgresql 7.4 All All All

Application Postgresql Postgresql 7.4.1 All All All
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Application Postgresql Postgresql 7.4.1 All All All

Application Postgresql Postgresql 7.4.10 All All All

Application Postgresql Postgresql 7.4.11 All All All

Application Postgresql Postgresql 7.4.12 All All All

Application Postgresql Postgresql 7.4.2 All All All

Application Postgresql Postgresql 7.4.3 All All All

Application Postgresql Postgresql 7.4.4 All All All

Application Postgresql Postgresql 7.4.5 All All All

Application Postgresql Postgresql 7.4.6 All All All

Application Postgresql Postgresql 7.4.7 All All All

Application Postgresql Postgresql 7.4.8 All All All

Application Postgresql Postgresql 7.4.9 All All All

Application Postgresql Postgresql 8.0 All All All

Application Postgresql Postgresql 8.0.1 All All All

Application Postgresql Postgresql 8.0.2 All All All

Application Postgresql Postgresql 8.0.3 All All All

Application Postgresql Postgresql 8.0.4 All All All

Application Postgresql Postgresql 8.0.5 All All All

Application Postgresql Postgresql 8.0.6 All All All

Application Postgresql Postgresql 8.0.7 All All All

Application Postgresql Postgresql 8.1 All All All

Application Postgresql Postgresql 8.1.1 All All All

Application Postgresql Postgresql 8.1.2 All All All

Application Postgresql Postgresql 8.1.3 All All All

Application Postgresql Postgresql 7.3 All All All

Application Postgresql Postgresql 7.3.1 All All All

Application Postgresql Postgresql 7.3.10 All All All

Application Postgresql Postgresql 7.3.11 All All All

Application Postgresql Postgresql 7.3.12 All All All

Application Postgresql Postgresql 7.3.13 All All All

Application Postgresql Postgresql 7.3.14 All All All

Application Postgresql Postgresql 7.3.2 All All All

Application Postgresql Postgresql 7.3.3 All All All

Application Postgresql Postgresql 7.3.4 All All All

Application Postgresql Postgresql 7.3.5 All All All

Application Postgresql Postgresql 7.3.6 All All All
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Application Postgresql Postgresql 7.3.7 All All All

Application Postgresql Postgresql 7.3.8 All All All

Application Postgresql Postgresql 7.3.9 All All All

Application Postgresql Postgresql 7.4 All All All

Application Postgresql Postgresql 7.4.1 All All All

Application Postgresql Postgresql 7.4.10 All All All

Application Postgresql Postgresql 7.4.11 All All All

Application Postgresql Postgresql 7.4.12 All All All

Application Postgresql Postgresql 7.4.2 All All All

Application Postgresql Postgresql 7.4.3 All All All

Application Postgresql Postgresql 7.4.4 All All All

Application Postgresql Postgresql 7.4.5 All All All

Application Postgresql Postgresql 7.4.6 All All All

Application Postgresql Postgresql 7.4.7 All All All

Application Postgresql Postgresql 7.4.8 All All All

Application Postgresql Postgresql 7.4.9 All All All

Application Postgresql Postgresql 8.0 All All All

Application Postgresql Postgresql 8.0.1 All All All

Application Postgresql Postgresql 8.0.2 All All All

Application Postgresql Postgresql 8.0.3 All All All

Application Postgresql Postgresql 8.0.4 All All All

Application Postgresql Postgresql 8.0.5 All All All

Application Postgresql Postgresql 8.0.6 All All All

Application Postgresql Postgresql 8.0.7 All All All

Application Postgresql Postgresql 8.1 All All All

Application Postgresql Postgresql 8.1.1 All All All

Application Postgresql Postgresql 8.1.2 All All All

Application Postgresql Postgresql 8.1.3 All All All
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Reference

ASA-2006-113 (RHSA-2006-0526)
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usn/usn-288-2 - Ubuntu: Linux for human beings
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Ubuntu update for postgresql - Advisories - Secunia

Avaya Products PostgreSQL Multiple Vulnerabilities - Advisories - Secunia

PostgreSQL Encoding Processes May Let Remote Users Inject SQL Commands - SecurityTracker

rhn.redhat.com | Red Hat Support

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: PostgreSQL SQL injection attacks (SUSE-SA:2006:030)

IBM X-Force Exchange

Red Hat update for postgresql - Advisories - Secunia

2006-0032

Advisories - Mandriva Linux

SUSE update for postgresql - Advisories - Secunia

Repository / Oval Repository

Gentoo Linux Documentation -- PostgreSQL: SQL injection

PostgreSQL Multibyte Character Encoding SQL Injection Vulnerabilities

PostgreSQL: Technical Information on Encoding-Based SQL Injection Exploit

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

Debian update for postgresql - Advisories - Secunia

20060602-01-U

Gentoo update for postgresql - Advisories - Secunia

PostgreSQL Encoding-Based SQL Injection Vulnerability - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian -- Security Information -- DSA-1087-1 postgresql

Mandriva update for postgresql - Advisories - Secunia

Security Releases for All Active Versions

SecurityFocus

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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