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Summary

CVE CVE-2006-2316

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-12 00:02:00 UTC

Updated 2018-10-18 16:39:00 UTC

Description S24EvMon.exe in the Intel PROset/Wireless software, possibly 10.1.0.33, uses a S24EventManagerSharedMemory shared memory section with weak permissions, which allows local users to read or modify passwords or other data, or cause a denial of service.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Proset Wireless All All All All

References

Reference Source Link

Intel PROset/Wireless Local Information Disclosure Vulnerability BID www.securityfocus.com

Intel PROset/Wireless Software Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Intel wireless service s24evmon.exe confidential information disclosure. - CXSecurity.com SREASON securityreason.com

Intel PRO/Centrino Wireless Drivers Let Local and Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

401 Unauthorized MISC www.reversemode.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/17914
http://secunia.com/advisories/20001
http://securityreason.com/securityalert/877
http://securitytracker.com/id?1016621
http://www.vupen.com/english/advisories/2006/1737
http://www.reversemode.com/index.php?option=com_content&task=view&id=10&Itemid=1
http://www.securityfocus.com/archive/1/433133/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/26317
https://www.cve.org/CVERecord?id=CVE-2006-2316
https://nvd.nist.gov/vuln/detail/CVE-2006-2316


There are currently no legacy QID mappings associated with this CVE.
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