
CVE-2006-2349
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2006-2349

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-12 17:06:00 UTC

Updated 2018-10-18 16:39:00 UTC

Description E-Business Designer (eBD) 3.1.4 and earlier allows remote attackers to upload or modify arbitrary files, and execute arbitrary code, via a direct request to (1) common/html_editor/image_browser.upload.html, (2) common/html_editor/image_browser.html, or (3) common/html_editor/html_editor.html. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oasyssoft E-business Designer All All All All

References

Reference Source Link Tags

e-Business Designer Various Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

actualización de seguridad MLIST lists.oasyssoft.com

Several flaws in e-business designer (eBD) - CXSecurity.com SREASON securityreason.com

SecurityTracker.com Archives - eBD Lets Remote Authenticated Users Modify Images SECTRACK securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

E-Business Designer Multiple Input Validation Vulnerabilities BID www.securityfocus.com

[Full-disclosure] Several flaws in e-business designer (eBD) FULLDISC lists.grok.org.uk Exploit

'Re: Several flaws in e-business designer (eBD)' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2006-2349/mitre
https://cve.report/CVE-2006-2349/nist
https://cve.report/CVE-2006-2349/cve_org
https://cve.report/api/cve/CVE-2006-2349.json
https://cve.report/CVE-2006-2349.pdf
http://cve.report/vendor/oasyssoft
http://cve.report/software/oasyssoft/e-business_designer
http://secunia.com/advisories/20071
http://www.vupen.com/english/advisories/2006/1784
https://exchange.xforce.ibmcloud.com/vulnerabilities/26474
http://lists.oasyssoft.com/ebd-devel/200605/msg00000.html
http://securityreason.com/securityalert/891
http://securitytracker.com/id?1016326
http://www.securityfocus.com/archive/1/433807/100/0/threaded
http://www.securityfocus.com/bid/17933
http://lists.grok.org.uk/pipermail/full-disclosure/2006-May/045980.html
http://marc.info/?l=bugtraq&m=115047779610633&w=2
https://www.cve.org/CVERecord?id=CVE-2006-2349
https://nvd.nist.gov/vuln/detail/CVE-2006-2349


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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