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Summary

CVE CVE-2006-2388

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-13 21:05:00 UTC

Updated 2018-10-18 16:39:00 UTC

Description Microsoft Office Excel 2000 through 2004 allows user-assisted attackers to execute arbitrary code via malformed cell comments, which lead to modification of "critical data offsets" during the rebuilding process.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Excel 2000 All All All

Application Microsoft Excel 2000 sp2 All All

Application Microsoft Excel 2000 sp3 All All

Application Microsoft Excel 2000 sr1 All All

Application Microsoft Excel 2002 All All All

Application Microsoft Excel 2002 sp1 All All

Application Microsoft Excel 2002 sp2 All All

Application Microsoft Excel 2002 sp3 All All

Application Microsoft Excel 2003 All All All

Application Microsoft Excel 2003 sp1 All All

Application Microsoft Excel 2004 All mac_os_x All

Application Microsoft Excel x All mac_os_x All

Application Microsoft Excel 2000 All All All

Application Microsoft Excel 2000 sp2 All All

Application Microsoft Excel 2000 sp3 All All

Application Microsoft Excel 2000 sr1 All All

Application Microsoft Excel 2002 All All All
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Application Microsoft Excel 2002 All All All

Application Microsoft Excel 2002 sp1 All All

Application Microsoft Excel 2002 sp2 All All

Application Microsoft Excel 2002 sp3 All All

Application Microsoft Excel 2003 All All All

Application Microsoft Excel 2003 sp1 All All

Application Microsoft Excel 2004 All mac_os_x All

Application Microsoft Excel x All mac_os_x All

Application Microsoft Excel Viewer 2003 All All All

Application Microsoft Excel Viewer 2003 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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