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Summary

CVE CVE-2006-2412

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-16 10:02:00 UTC

Updated 2018-10-18 16:39:00 UTC

Description The raydium_network_read function in network.c in Raydium SVN revision 312 and earlier allows remote attackers to cause a denial of service (application crash) via a large ID, which causes an invalid memory access (buffer over-read).

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Raydium Raydium svn_revision_283 All All All

Application Raydium Raydium svn_revision_284 All All All

Application Raydium Raydium svn_revision_285 All All All

Application Raydium Raydium svn_revision_286 All All All

Application Raydium Raydium svn_revision_287 All All All

Application Raydium Raydium svn_revision_288 All All All

Application Raydium Raydium svn_revision_289 All All All

Application Raydium Raydium svn_revision_290 All All All

Application Raydium Raydium svn_revision_291 All All All

Application Raydium Raydium svn_revision_292 All All All

Application Raydium Raydium svn_revision_293 All All All

Application Raydium Raydium svn_revision_294 All All All

Application Raydium Raydium svn_revision_295 All All All

Application Raydium Raydium svn_revision_296 All All All

Application Raydium Raydium svn_revision_297 All All All

Application Raydium Raydium svn_revision_298 All All All

Application Raydium Raydium svn_revision_299 All All All
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Application Raydium Raydium svn_revision_299 All All All

Application Raydium Raydium svn_revision_300 All All All

Application Raydium Raydium svn_revision_301 All All All

Application Raydium Raydium svn_revision_302 All All All

Application Raydium Raydium svn_revision_303 All All All

Application Raydium Raydium svn_revision_304 All All All

Application Raydium Raydium svn_revision_305 All All All

Application Raydium Raydium svn_revision_306 All All All

Application Raydium Raydium svn_revision_307 All All All

Application Raydium Raydium svn_revision_308 All All All

Application Raydium Raydium svn_revision_309 All All All

Application Raydium Raydium svn_revision_310 All All All

Application Raydium Raydium svn_revision_311 All All All

Application Raydium Raydium svn_revision_312 All All All

Application Raydium Raydium svn_revision_283 All All All

Application Raydium Raydium svn_revision_284 All All All

Application Raydium Raydium svn_revision_285 All All All

Application Raydium Raydium svn_revision_286 All All All

Application Raydium Raydium svn_revision_287 All All All

Application Raydium Raydium svn_revision_288 All All All

Application Raydium Raydium svn_revision_289 All All All

Application Raydium Raydium svn_revision_290 All All All

Application Raydium Raydium svn_revision_291 All All All

Application Raydium Raydium svn_revision_292 All All All

Application Raydium Raydium svn_revision_293 All All All

Application Raydium Raydium svn_revision_294 All All All

Application Raydium Raydium svn_revision_295 All All All

Application Raydium Raydium svn_revision_296 All All All

Application Raydium Raydium svn_revision_297 All All All

Application Raydium Raydium svn_revision_298 All All All

Application Raydium Raydium svn_revision_299 All All All

Application Raydium Raydium svn_revision_300 All All All

Application Raydium Raydium svn_revision_301 All All All

Application Raydium Raydium svn_revision_302 All All All

Application Raydium Raydium svn_revision_303 All All All

Application Raydium Raydium svn_revision_304 All All All
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Application Raydium Raydium svn_revision_305 All All All

Application Raydium Raydium svn_revision_306 All All All

Application Raydium Raydium svn_revision_307 All All All

Application Raydium Raydium svn_revision_308 All All All

Application Raydium Raydium svn_revision_309 All All All

Application Raydium Raydium svn_revision_310 All All All

Application Raydium Raydium svn_revision_311 All All All

Application Raydium Raydium svn_revision_312 All All All

References

Reference Source Link Tags

SecurityReason - Multiple vulnerabilities in Raydium rev 309 SREASON securityreason.com

Secunia - Advisories - Raydium Multiple Vulnerabilities SECUNIA secunia.com Vendor Advisory

aluigi.altervista.org/adv/raydiumx-adv.txt MISC aluigi.altervista.org Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Raydium Multiple Remote Buffer Overflow and Denial Of Service Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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