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CVE CVE-2006-2431
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2006-05-17 10:06:00 UTC
Updated 2018-10-18 16:39:00 UTC

Description Cross-site scripting (XSS) vulnerability in the 500 Internal Server Error page on the SOAP port (8880/tcp) in IBM WebSphel
i

/ ]

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Websphere Application Server 5.0.0 All All All
Application Ibm Websphere Application Server 5.0.1 All All All
Application Ibm Websphere Application Server 5.0.2 All All All
Application Ibm Websphere Application Server 5.1.0 All All All
Application Ibm Websphere Application Server 5.1.0.2 All All All
Application Ibm Websphere Application Server 5.1.0.3 All All All
Application Ibm Websphere Application Server 5.1.0.4 All All All
Application Ibm Websphere Application Server 5.1.0.5 All All All
Application Ibm Websphere Application Server 5.1.1 All All All
Application Ibm Websphere Application Server 51.1.1 All All All
Application Ibm Websphere Application Server 5.1.1.10 All All All
Application Ibm Websphere Application Server 5.1.1.11 All All All
Application Ibm Websphere Application Server 6.0.2 All All All
Application Ibm Websphere Application Server 6.0.2.1 All All All
Application Ibm Websphere Application Server 6.0.2.2 All All All
Application Ibm Websphere Application Server 6.0.2.3 All All All
Application Ibm Websphere Application Server 6.0.2.4 All All All
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Application Ibm Websphere Application Server 6.0.2.5 All All All
Application Ibm Websphere Application Server 6.0.2.6 All All All
Application Ibm Websphere Application Server 6.0.2.7 All All All
Application Ibm Websphere Application Server 5.0.0 All All All
Application Ibm Websphere Application Server 5.0.1 All All All
Application Ibm Websphere Application Server 5.0.2 All All All
Application Ibm Websphere Application Server 5.1.0 All All All
Application Ibm Websphere Application Server 5.1.0.2 All All All
Application Ibm Websphere Application Server 5.1.0.3 All All All
Application Ibm Websphere Application Server 5.1.04 All All All
Application Ibm Websphere Application Server 5.1.0.5 All All All
Application Ibm Websphere Application Server 5.1.1 All All All
Application Ibm Websphere Application Server 51.1.1 All All All
Application lbom Websphere Application Server 5.1.1.10 All All All
Application Ibm Websphere Application Server 5.1.1.11 All All All
Application Ibom Websphere Application Server 6.0.2 All All All
Application Ibm Websphere Application Server 6.0.2.1 All All All
Application Ibom Websphere Application Server 6.0.2.2 All All All
Application Ibm Websphere Application Server 6.0.2.3 All All All
Application lbm Websphere Application Server 6.0.2.4 All All All
Application Ibm Websphere Application Server 6.0.2.5 All All All
Application Ibm Websphere Application Server 6.0.2.6 All All All
Application Ibm Websphere Application Server 6.0.2.7 All All All
Reference

IBM Websphere Application Server Multiple Vulnerabilities - Advisories - Secunia

IBM notice: The page you requested cannot be displayed

Search results

SecurityFocus

IBM X-Force Exchange

SecurityTracker.com Archives - IBM WebSphere Application Server Input Validation Hole in Error Page 'faultactor' Parameter Permits Cross-&
www.niscc.gov.uk/niscc/docs/re-20061031-00727.pdf

IBM notice: The page you requested cannot be displayed

IBM WebSphere Faultactor Cross-Site Scripting Vulnerability



http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://secunia.com/advisories/20032
http://www-1.ibm.com/support/docview.wss?rs=0&dc=DB550&q1=PK16492&uid=swg1PK22416&loc=en_US&cs=utf-8&lang=
http://www-1.ibm.com/support/search.wss?rs=0&q=PK16602&apar=only
http://www.securityfocus.com/archive/1/450704/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/30055
http://securitytracker.com/id?1017170
http://www.niscc.gov.uk/niscc/docs/re-20061031-00727.pdf?lang=en
http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg24012163
http://www.securityfocus.com/bid/21018

25371

Neohapsis Archives - Bugtraq - #0175 - IBM Websphere Application Server Multiple Vulnerabilities
SecurityReason - IBM Websphere Application Server Multiple Vulnerabilities

Search results

[VIM] Minimizing error cascades in vulnerability information management

IBM notice: The page you requested cannot be displayed

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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