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Summary

CVE CVE-2006-2444

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-25 10:02:00 UTC

Updated 2023-02-13 02:16:00 UTC

Description The snmp_trap_decode function in the SNMP NAT helper for Linux kernel before 2.6.16.18 allows remote attackers to cause a denial of service (crash) via unspecified remote attack vectors that cause failures in snmp_trap_decode that trigger (1) frees of random memory or (2) frees of previously-freed memory (double-free) by snmp_trap_decode as well as its calling function, as demonstrated via certain test cases of the PROTOS SNMP test suite.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.0 All 64-bit_x86 All

Operating System Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All

Operating System Linux Linux Kernel 2.6.0 test1 All All

Operating System Linux Linux Kernel 2.6.0 test10 All All

Operating System Linux Linux Kernel 2.6.0 test11 All All

Operating System Linux Linux Kernel 2.6.0 test2 All All

Operating System Linux Linux Kernel 2.6.0 test3 All All

Operating System Linux Linux Kernel 2.6.0 test4 All All

Operating System Linux Linux Kernel 2.6.0 test5 All All

Operating System Linux Linux Kernel 2.6.0 test6 All All

Operating System Linux Linux Kernel 2.6.0 test7 All All

Operating System Linux Linux Kernel 2.6.0 test8 All All

Operating System Linux Linux Kernel 2.6.0 test9 All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.1 rc1 All All

Operating System Linux Linux Kernel 2.6.1 rc2 All All
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Operating System Linux Linux Kernel 2.6.1 rc2 All All

Operating System Linux Linux Kernel 2.6.1 rc3 All All

Operating System Linux Linux Kernel 2.6.10 All All All

Operating System Linux Linux Kernel 2.6.10 rc1 All All

Operating System Linux Linux Kernel 2.6.10 rc2 All All

Operating System Linux Linux Kernel 2.6.10 rc3 All All

Operating System Linux Linux Kernel 2.6.11 All All All

Operating System Linux Linux Kernel 2.6.11 All x86_64 All

Operating System Linux Linux Kernel 2.6.11 rc1 All All

Operating System Linux Linux Kernel 2.6.11 rc2 All All

Operating System Linux Linux Kernel 2.6.11 rc3 All All

Operating System Linux Linux Kernel 2.6.11 rc4 All All

Operating System Linux Linux Kernel 2.6.11 rc5 All All

Operating System Linux Linux Kernel 2.6.11.1 All All All

Operating System Linux Linux Kernel 2.6.11.10 All All All

Operating System Linux Linux Kernel 2.6.11.11 All All All

Operating System Linux Linux Kernel 2.6.11.12 All All All

Operating System Linux Linux Kernel 2.6.11.2 All All All

Operating System Linux Linux Kernel 2.6.11.3 All All All

Operating System Linux Linux Kernel 2.6.11.4 All All All

Operating System Linux Linux Kernel 2.6.11.5 All All All

Operating System Linux Linux Kernel 2.6.11.6 All All All

Operating System Linux Linux Kernel 2.6.11.7 All All All

Operating System Linux Linux Kernel 2.6.11.8 All All All

Operating System Linux Linux Kernel 2.6.11.9 All All All

Operating System Linux Linux Kernel 2.6.11_rc1_bk6 All All All

Operating System Linux Linux Kernel 2.6.12 All All All

Operating System Linux Linux Kernel 2.6.12 rc1 All All

Operating System Linux Linux Kernel 2.6.12 rc2 All All

Operating System Linux Linux Kernel 2.6.12 rc3 All All

Operating System Linux Linux Kernel 2.6.12 rc4 All All

Operating System Linux Linux Kernel 2.6.12 rc5 All All

Operating System Linux Linux Kernel 2.6.12 rc6 All All

Operating System Linux Linux Kernel 2.6.12.1 All All All

Operating System Linux Linux Kernel 2.6.12.2 All All All

Operating System Linux Linux Kernel 2.6.12.3 All All All
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Operating System Linux Linux Kernel 2.6.12.4 All All All

Operating System Linux Linux Kernel 2.6.12.5 All All All

Operating System Linux Linux Kernel 2.6.12.6 All All All

Operating System Linux Linux Kernel 2.6.13 All All All

Operating System Linux Linux Kernel 2.6.13 rc1 All All

Operating System Linux Linux Kernel 2.6.13 rc2 All All

Operating System Linux Linux Kernel 2.6.13 rc3 All All

Operating System Linux Linux Kernel 2.6.13 rc4 All All

Operating System Linux Linux Kernel 2.6.13 rc5 All All

Operating System Linux Linux Kernel 2.6.13 rc6 All All

Operating System Linux Linux Kernel 2.6.13 rc7 All All

Operating System Linux Linux Kernel 2.6.13.1 All All All

Operating System Linux Linux Kernel 2.6.13.2 All All All

Operating System Linux Linux Kernel 2.6.13.3 All All All

Operating System Linux Linux Kernel 2.6.13.4 All All All

Operating System Linux Linux Kernel 2.6.14 All All All

Operating System Linux Linux Kernel 2.6.14 rc1 All All

Operating System Linux Linux Kernel 2.6.14 rc2 All All

Operating System Linux Linux Kernel 2.6.14 rc3 All All

Operating System Linux Linux Kernel 2.6.14 rc4 All All

Operating System Linux Linux Kernel 2.6.14 rc5 All All

Operating System Linux Linux Kernel 2.6.14.1 All All All

Operating System Linux Linux Kernel 2.6.14.2 All All All

Operating System Linux Linux Kernel 2.6.14.3 All All All

Operating System Linux Linux Kernel 2.6.14.4 All All All

Operating System Linux Linux Kernel 2.6.14.5 All All All

Operating System Linux Linux Kernel 2.6.14.6 All All All

Operating System Linux Linux Kernel 2.6.14.7 All All All

Operating System Linux Linux Kernel 2.6.15 All All All

Operating System Linux Linux Kernel 2.6.15 rc1 All All

Operating System Linux Linux Kernel 2.6.15 rc3 All All

Operating System Linux Linux Kernel 2.6.15 rc4 All All

Operating System Linux Linux Kernel 2.6.15 rc5 All All

Operating System Linux Linux Kernel 2.6.15 rc6 All All

Operating System Linux Linux Kernel 2.6.15 rc7 All All

Operating System Linux Linux Kernel 2.6.15.1 All All All
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Operating System Linux Linux Kernel 2.6.15.1 All All All

Operating System Linux Linux Kernel 2.6.15.2 All All All

Operating System Linux Linux Kernel 2.6.15.3 All All All

Operating System Linux Linux Kernel 2.6.15.4 All All All

Operating System Linux Linux Kernel 2.6.15.5 All All All

Operating System Linux Linux Kernel 2.6.15.6 All All All

Operating System Linux Linux Kernel 2.6.15.7 All All All

Operating System Linux Linux Kernel 2.6.16 All All All

Operating System Linux Linux Kernel 2.6.16 rc1 All All

Operating System Linux Linux Kernel 2.6.16 rc2 All All

Operating System Linux Linux Kernel 2.6.16 rc3 All All

Operating System Linux Linux Kernel 2.6.16 rc4 All All

Operating System Linux Linux Kernel 2.6.16 rc5 All All

Operating System Linux Linux Kernel 2.6.16 rc6 All All

Operating System Linux Linux Kernel 2.6.16.1 All All All

Operating System Linux Linux Kernel 2.6.16.10 All All All

Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All

Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.3 All All All

Operating System Linux Linux Kernel 2.6.16.4 All All All

Operating System Linux Linux Kernel 2.6.16.5 All All All

Operating System Linux Linux Kernel 2.6.16.6 All All All

Operating System Linux Linux Kernel 2.6.16.7 All All All

Operating System Linux Linux Kernel 2.6.16.8 All All All

Operating System Linux Linux Kernel 2.6.16.9 All All All

Operating System Linux Linux Kernel 2.6.16_rc7 All All All

Operating System Linux Linux Kernel 2.6.2 All All All

Operating System Linux Linux Kernel 2.6.2 rc1 All All

Operating System Linux Linux Kernel 2.6.2 rc2 All All

Operating System Linux Linux Kernel 2.6.2 rc3 All All

Operating System Linux Linux Kernel 2.6.3 All All All
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Operating System Linux Linux Kernel 2.6.3 rc1 All All

Operating System Linux Linux Kernel 2.6.3 rc2 All All

Operating System Linux Linux Kernel 2.6.3 rc3 All All

Operating System Linux Linux Kernel 2.6.3 rc4 All All

Operating System Linux Linux Kernel 2.6.4 All All All

Operating System Linux Linux Kernel 2.6.4 rc1 All All

Operating System Linux Linux Kernel 2.6.4 rc2 All All

Operating System Linux Linux Kernel 2.6.4 rc3 All All

Operating System Linux Linux Kernel 2.6.5 All All All

Operating System Linux Linux Kernel 2.6.5 rc1 All All

Operating System Linux Linux Kernel 2.6.5 rc2 All All

Operating System Linux Linux Kernel 2.6.5 rc3 All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.6 rc1 All All

Operating System Linux Linux Kernel 2.6.6 rc2 All All

Operating System Linux Linux Kernel 2.6.6 rc3 All All

Operating System Linux Linux Kernel 2.6.7 All All All

Operating System Linux Linux Kernel 2.6.7 rc1 All All

Operating System Linux Linux Kernel 2.6.7 rc2 All All

Operating System Linux Linux Kernel 2.6.7 rc3 All All

Operating System Linux Linux Kernel 2.6.8 All All All

Operating System Linux Linux Kernel 2.6.8 rc1 All All

Operating System Linux Linux Kernel 2.6.8 rc2 All All

Operating System Linux Linux Kernel 2.6.8 rc3 All All

Operating System Linux Linux Kernel 2.6.8 rc4 All All

Operating System Linux Linux Kernel 2.6.8.1 All All All

Operating System Linux Linux Kernel 2.6.8.1.5 All All All

Operating System Linux Linux Kernel 2.6.8.1.5 All 386 All

Operating System Linux Linux Kernel 2.6.8.1.5 All 686 All

Operating System Linux Linux Kernel 2.6.8.1.5 All 686_smp All

Operating System Linux Linux Kernel 2.6.8.1.5 All amd64 All

Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8 All

Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8_smp All

Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_xeon All

Operating System Linux Linux Kernel 2.6.8.1.5 All k7 All
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Operating System Linux Linux Kernel 2.6.8.1.5 All k7_smp All

Operating System Linux Linux Kernel 2.6.8.1.5 All power3 All

Operating System Linux Linux Kernel 2.6.8.1.5 All power3_smp All

Operating System Linux Linux Kernel 2.6.8.1.5 All power4 All

Operating System Linux Linux Kernel 2.6.8.1.5 All power4_smp All

Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc All

Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All

Operating System Linux Linux Kernel 2.6.9 All All All

Operating System Linux Linux Kernel 2.6.9 2.6.20 All All

Operating System Linux Linux Kernel 2.6.9 rc1 All All

Operating System Linux Linux Kernel 2.6.9 rc2 All All

Operating System Linux Linux Kernel 2.6.9 rc3 All All

Operating System Linux Linux Kernel 2.6.9 rc4 All All

Operating System Linux Linux Kernel 2.6_test9_cvs All All All

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.0 All 64-bit_x86 All

Operating System Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All

Operating System Linux Linux Kernel 2.6.0 test1 All All

Operating System Linux Linux Kernel 2.6.0 test10 All All

Operating System Linux Linux Kernel 2.6.0 test11 All All

Operating System Linux Linux Kernel 2.6.0 test2 All All

Operating System Linux Linux Kernel 2.6.0 test3 All All

Operating System Linux Linux Kernel 2.6.0 test4 All All

Operating System Linux Linux Kernel 2.6.0 test5 All All

Operating System Linux Linux Kernel 2.6.0 test6 All All

Operating System Linux Linux Kernel 2.6.0 test7 All All

Operating System Linux Linux Kernel 2.6.0 test8 All All

Operating System Linux Linux Kernel 2.6.0 test9 All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.1 rc1 All All
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Operating System Linux Linux Kernel 2.6.11 All x86_64 All

Operating System Linux Linux Kernel 2.6.11 rc1 All All
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Operating System Linux Linux Kernel 2.6.11.7 All All All

Operating System Linux Linux Kernel 2.6.11.8 All All All
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Operating System Linux Linux Kernel 2.6.14.6 All All All
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Operating System Linux Linux Kernel 2.6.16 rc1 All All

Operating System Linux Linux Kernel 2.6.16 rc2 All All
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Operating System Linux Linux Kernel 2.6.16 rc6 All All
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Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All

Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.3 All All All
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Operating System Linux Linux Kernel 2.6.16.6 All All All

Operating System Linux Linux Kernel 2.6.16.7 All All All
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Operating System Linux Linux Kernel 2.6.3 rc4 All All

Operating System Linux Linux Kernel 2.6.4 All All All
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Operating System Linux Linux Kernel 2.6.4 rc2 All All

Operating System Linux Linux Kernel 2.6.4 rc3 All All
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Operating System Linux Linux Kernel 2.6.5 rc1 All All

Operating System Linux Linux Kernel 2.6.5 rc2 All All

Operating System Linux Linux Kernel 2.6.5 rc3 All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.6 rc1 All All

Operating System Linux Linux Kernel 2.6.6 rc2 All All

Operating System Linux Linux Kernel 2.6.6 rc3 All All

Operating System Linux Linux Kernel 2.6.7 All All All
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Operating System Linux Linux Kernel 2.6.8.1 All All All

Operating System Linux Linux Kernel 2.6.8.1.5 All All All

Operating System Linux Linux Kernel 2.6.8.1.5 All 386 All
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Operating System Linux Linux Kernel 2.6.8.1.5 All 686_smp All

Operating System Linux Linux Kernel 2.6.8.1.5 All amd64 All
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Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8_smp All
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Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All

Operating System Linux Linux Kernel 2.6.9 All All All

Operating System Linux Linux Kernel 2.6.9 2.6.20 All All

Operating System Linux Linux Kernel 2.6.9 rc1 All All

Operating System Linux Linux Kernel 2.6.9 rc2 All All

Operating System Linux Linux Kernel 2.6.9 rc3 All All

Operating System Linux Linux Kernel 2.6.9 rc4 All All

Operating System Linux Linux Kernel 2.6_test9_cvs All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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