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Cross-site scripting (XSS) vulnerability in Sun ONE Web Server 6.0 SP9 and earlier, Java System Web Server 6.1 SP4 anc
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Sun Java System Application Server All ur2 enterprise All
Sun Java System Application Server All ur2 standard All
Sun Java System Web Server 6.1 All All All
Sun Java System Web Server 6.1 sp1 All All
Sun Java System Web Server 6.1 sp2 All All
Sun Java System Web Server 6.1 sp3 All All
Sun Java System Web Server 6.1 All All All
Sun Java System Web Server 6.1 sp1i All All
Sun Java System Web Server 6.1 sp2 All All
Sun Java System Web Server 6.1 sp3 All All
Sun Java System Web Server All sp4 All All
Sun One Application Server 6.0 All All All
Sun One Application Server 6.0 sp1 All All
Sun One Application Server 6.0 sp2 All All
Sun One Application Server 7.0 All platform All
Sun One Application Server 7.0 All standard All
Sun One Application Server 6.0 All All All
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Application Sun One Application Server 6.0 spl All All
Application Sun One Application Server 6.0 sp2 All All
Application Sun One Application Server 7.0 All platform All
Application Sun One Application Server 7.0 All standard All
Application Sun One Application Server All update_6 platform All
Application Sun One Application Server All update_6 standard All
Application Sun One Web Server 6.0 sp3 All All
Application Sun One Web Server 6.0 sp4 All All
Application Sun One Web Server 6.0 sp5 All All
Application Sun One Web Server 6.0 sp7 All All
Application Sun One Web Server 6.0 sp8 All All
Application Sun One Web Server 6.0 sp3 All All
Application Sun One Web Server 6.0 sp4 All All
Application Sun One Web Server 6.0 sp5 All All
Application Sun One Web Server 6.0 sp7 All All
Application Sun One Web Server 6.0 sp8 All All
Application Sun One Web Server All sp9 All All
Reference Source
IBM X-Force Exchange XF

Sun ONE and Sun Java System Applications Error Page Cross-Site Scripting Vulnerability BID
JVN#03D5EAAS: Sun Java System Web Server [CEIFZ VOV A FRIUTF 1 VT OIESEHE JVN
US-CERT Vulnerability Note VU#114956 CERT-VN
#102164: Cross Site Scripting Vulnerability in Sun ONE and Sun Java System Applications SUNALERT
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Sun ONE/Java System Web Server Cross-Site Scripting - Advisories - Secunia SECUNIA

Sun Java Application Server Default Error Page Input Validation Hole Permits Cross-Site Scripting Attacks - SecurityTracker ~ SECTRACK

Sun Java System Web Server Default Error Page Input Validation Hole PermitsCross-Site Scripting Attacks - SecurityTracker SECTRACK

JVN:JVN#03D5EAA8 MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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