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CVE CVE-2006-2502
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-22 16:06:00 UTC
Updated 2017-07-20 01:31:00 UTC
Description Stack-based buffer overflow in pop3d in Cyrus IMAPD (cyrus-imapd) 2.3.2, when the popsubfolders option is enabled, allov

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cyrus Imapd 2.3.2 All All All
Application Cyrus Imapd 23.2 All All All
Reference

20060521 Cyrus IMAPD pop3d remote compromise aka cyrusFUCK3d

Cyrus IMAPD POP3D Remote Buffer Overflow Vulnerability

IBM X-Force Exchange

Cyrus IMAP Server POP3 Server 'popsubfolders' Buffer Overflow in USER Command Lets Remote Users Execute Arbitrary Code - Security Tr
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

1]

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox  Not vulnerable. This issue does not affect the versions of cyrus-imapd distributed with Red Hat E
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There are currently no legacy QID mappings associated with this CVE.
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