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Summary

CVE CVE-2006-2537

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-22 23:10:00 UTC

Updated 2017-07-20 01:31:00 UTC

Description Multiple format string vulnerabilities in (a) OpenBOR 2.0046 and earlier, (b) Beats of Rage (BOR) 1.0029 and earlier, and (c) Horizontal Shooter BOR (HOR) 2.0000 and earlier allow remote attackers to execute code via format string specifiers in configurations used in various mod files, as demonstrated by the (1) music identifier in data/scenes/intro.txt, which is not properly handled in the update function, and (2) background identifier in data/easy/1aeasy.txt, which is not properly handled in the shutdown function.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Horizontal Shooter Bor Horizontal Shooter Bor All All All All

Application Openbor Openbor All All All All

Application Senile Team Beats Of Rage All All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Beats of Rage (BOR) Engine Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Horizontal Shooter BOR Mod File Handling Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

aluigi.altervista.org/adv/borfs-adv.txt MISC aluigi.altervista.org

OpenBOR Engine Mod File Handling Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

Beats Of Rage Multiple Format String Vulnerabilities BID www.securityfocus.com

25687 OSVDB www.osvdb.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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