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Summary

CVE CVE-2006-2548

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-23 10:06:00 UTC

Updated 2018-10-18 16:40:00 UTC

Description Prodder before 0.5, and perlpodder before 0.5, allows remote attackers to execute arbitrary code via shell metacharacters in the URL of a podcast (url attribute of an enclosure tag, or $enc_url variable), which is executed when running wget.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Perlpodder Perlpodder 0.2 All All All

Application Perlpodder Perlpodder 0.3 All All All

Application Perlpodder Perlpodder All All All All

Application Perlpodder Perlpodder 0.2 All All All

Application Perlpodder Perlpodder 0.3 All All All

Application Prodder Prodder 0.3 All All All

Application Prodder Prodder All All All All

Application Prodder Prodder 0.3 All All All
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Perlpodder Shell Command Injection Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Prodder Podcast Feed Shell Command Injection Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Prodder Podcast Client download | SourceForge.net CONFIRM sourceforge.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

RedTeam Pentesting GmbH - Page not found MISC www.redteam-pentesting.de

RedTeam Pentesting GmbH - Page not found MISC www.redteam-pentesting.de

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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