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CVE CVE-2006-2563
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-29 16:02:00 UTC
Updated 2017-07-20 01:31:00 UTC
Description The cURL library (libcurl) in PHP 4.4.2 and 5.1.4 allows attackers to bypass safe mode and read files via a file:// request co
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 4.4.2 All All All

Application Php Php 5.1.4 All All All

Application Php Php 442 All All All

Application Php Php 51.4 All All All
References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SUSE updates for php4 / php5 - Advisories - Secunia

Advisories - Mandriva Linux

Security Announcement

PHP cURL Encoded NULL Character Safe_Mode Restriction Bypass Vulnerability

SecurityTracker.com Archives - PHP libcurl Bug in Processing 'file://' URLs Containing NULL Characters Lets Users Bypass Safe Mode Restri
Security Announcement

SecurityReason - cURL Safe Mode Bypass PHP 4.4.2 and 5.1.4

SecurityReason - cURL Safe Mode Bypass PHP 4.4.2 and 5.1.4

Mandriva update for php - Advisories - Secunia
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http://cve.report/software/php/php
http://www.vupen.com/english/advisories/2006/2055
http://secunia.com/advisories/22039
http://www.mandriva.com/security/advisories?name=MDKSA-2006:122
http://www.novell.com/linux/security/advisories/2006_52_php.html
http://www.securityfocus.com/bid/18116
http://securitytracker.com/id?1016175
http://www.novell.com/linux/security/advisories/2006_22_sr.html
http://securityreason.com/securityalert/959
http://securityreason.com/achievement_securityalert/39
http://secunia.com/advisories/21050

SUSE Update for Multiple Packages - Advisories - Secunia

IBM X-Force Exchange

PHP "curl_init()" Safe Mode Bypass Weakness - Advisories - Secunia
CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-20 Mark J Cox  We do not consider these to be security issues. For more details see http://bugzilla.redhat.com/t
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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