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Summary

CVE CVE-2006-2587

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-25 10:02:00 UTC

Updated 2018-10-18 16:40:00 UTC

Description Buffer overflow in the WebTool HTTP server component in (1) PunkBuster before 1.229, as used by multiple products including (2) America's Army 1.228 and earlier, (3) Battlefield 1942 1.158 and earlier, (4) Battlefield 2 1.184 and earlier, (5) Battlefield Vietnam 1.150 and earlier, (6) Call of Duty 1.173 and earlier, (7) Call of Duty 2 1.108 and earlier, (8) DOOM 3 1.159 and earlier, (9) Enemy Territory 1.167 and earlier, (10) Far Cry 1.150 and earlier, (11) F.E.A.R. 1.093 and earlier, (12) Joint Operations 1.187 and earlier, (13) Quake III Arena 1.150 and earlier, (14) Quake 4 1.181 and earlier, (15) Rainbow Six 3: Raven Shield 1.169 and earlier, (16) Rainbow Six 4: Lockdown 1.093 and earlier, (17) Return to Castle Wolfenstein 1.175 and earlier, and (18) Soldier of Fortune II 1.183 and earlier allows remote attackers to cause a denial of service (application crash) via a long webkey parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Even Balance Punkbuster 1.228 All servers All

Application Even Balance Punkbuster 1.228 All servers All

References

Reference Source Link

SecurityTracker.com Archives - PunkBuster Buffer Overflow in WebTool Interface Lets Remote Users Deny Service SECTRACK securitytracker.com

PunkBuster WebTool WebKey Parameter Remote Buffer Overflow Vulnerability BID www.securityfocus.com

25738 OSVDB www.osvdb.org

PunkBuster Online Countermeasures CONFIRM www.evenbalance.com

aluigi.altervista.org/adv/pbwebbof-adv.txt MISC aluigi.altervista.org

SecurityFocus BUGTRAQ www.securityfocus.com

20060523 Buffer-overflow in the WebTool service of PunkBuster for servers (minor than v1.229) FULLDISC archives.neohapsis.com

Secunia - Advisories - PunkBuster WebTool Buffer Overflow Vulnerability SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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