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Summary

CVE CVE-2006-2613

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-05-26 01:06:00 UTC

Updated 2018-10-18 16:40:00 UTC

Description Mozilla Suite 1.7.13, Mozilla Firefox 1.5.0.3 and possibly other versions before before 1.8.0, and Netscape 7.2 and 8.1, and possibly other versions and products, allows remote user-assisted attackers to obtain information such as the installation path by causing exceptions to be thrown and checking the message contents.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Mozilla Suite 1.7.13 All All All

Application Mozilla Mozilla Suite 1.7.13 All All All

Application Netscape Navigator 7.2 All All All

Application Netscape Navigator 8.1 All All All

Application Netscape Navigator 7.2 All All All

Application Netscape Navigator 8.1 All All All
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Advisories - Mandriva Linux MANDRIVA

IBM X-Force Exchange XF

Mandriva update for mozilla-firefox - Advisories - Secunia SECUNIA

Firefox Exception Handling Full Path Disclosure Weakness - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

SecurityReason - Firefox 1.5.0.3 Flaw - Page can obtain path to Mozilla installation or profile by examining JavaScript exceptions SREASON

Advisories - Mandriva Linux MANDRIVA

267645 – Page can obtain path to Mozilla installation or possibly profile by examining JavaScript exceptions CONFIRM

Mozilla Suite Exception Handling Full Path Disclosure Weakness - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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