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ftutil.c in Freetype before 2.2 allows remote attackers to cause a denial of service (crash) via a crafted font file that triggers
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
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Application
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Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 5.04 All All All
Canonical Ubuntu Linux 5.10 All All All
Canonical Ubuntu Linux 6.06 All All All
Debian Debian Linux 3.0 All All All
Debian Debian Linux 3.1 All All All
Freetype Freetype All All All All
Freetype Freetype 2.0.9 All All All
Freetype Freetype 2.1 All All All
Freetype Freetype 2.1.10 All All All
Freetype Freetype 2.1.3 All All All
Freetype Freetype 214 All All All
Freetype Freetype 2.1.5 All All All
Freetype Freetype 2.1.6 All All All
Freetype Freetype 2.1.7 All All All
Freetype Freetype 2.1.8 All All All
Freetype Freetype 2.0.9 All All All
Freetype Freetype 21 All All All
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Webmail - OVH

ASA-2006-176 (RHSA-2006-0500)

Debian -- Security Information -- DSA-1095-1 freetype

Support

Advisories - Mandriva Linux

Secunia - Advisories - rPath update for freetype

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
Mandriva update for freetype2 - Advisories - Secunia

USN-291-1: FreeType vulnerabilities | Ubuntu security notices

Avaya Products FreeType Vulnerabilities - Advisories - Secunia
Repository / Oval Repository

SUSE update for freetype2 - Advisories - Secunia

20060701-01-U

183676 — CVE-2006-0747 Freetype integer underflow (CVE-2006-2661)
Debian update for freetype - Advisories - Secunia

Red Hat update for freetype - Advisories - Secunia

FreeType TTF File Remote Denial of Service Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://www.cve.org/CVERecord?id=CVE-2006-2661
https://nvd.nist.gov/vuln/detail/CVE-2006-2661
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2006-2661
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


