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AVNACUAUSCPIPAP Certain versions of Financials from Jiwa contain the following
vulnerability:

JIWA Financials 6.4.14 passes a Microsoft SQL Server account's
username and password, and the name of a data source, to a Crystal
Reports .rpt file, which allows remote authenticated users to execute
certain standard stored procedures by referencing them in a user-
written .rpt file, as demonstrated by using a stored procedure that
provides the username and cleartext password of every account.

CVE-2006-2718 has been assigned by [J] cve@mitre.org to track the vulnerability
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CVE References

Description Tags Link

JIWA Financials Lets Authenticated Users Execute () SECTRACK 1016181

Arbitrary Reports and Obtain Passwords -

Security Tracker

SecurityFocus D BUGTRAQ 20060530 Jiwa Financials -

Reporting allows execution of arbitrary reports
as SQL user with full permissions.

SecurityReason - Jiwa Financials - Reporting allows SREASON 1000

execution of arbitrary reports as SQL user with full

permissions.

IBM X-Force Exchange € XF jiwa-financials-information-

diarlnciira(2R7RR)


https://cve.report/
https://cve.report/CVE-2006-2718/mitre
https://cve.report/CVE-2006-2718/nist
https://cve.report/CVE-2006-2718/cve_org
https://cve.report/CVE-2006-2718.pdf
http://cve.report/software/jiwa/financials
http://cve.report/vendor/jiwa
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securitytracker.com/id?1016181
http://www.securityfocus.com/archive/1/435352/100/0/threaded
http://securityreason.com/securityalert/1000
https://exchange.xforce.ibmcloud.com/vulnerabilities/26756
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Jiwa Financials Information Disclosure Vulnerability -

Advisories - Secunia Vendor Advisory
web.archive.org
text/html

) SECUNIA 20342

SecurityFocus www.securityfocus.com ) BUGTRAQ 20060602 Re: Jiwa Financials -
text/html Reporting allows execution of arbitrary reports
as SQL user with full permissions.

[Full-disclosure] Jiwa Financials - Reporting allows (0 FULLDISC 20060529 Jiwa Financials -
execution of arbitrary reports as SQL user with full web.archive.org Reporting allows execution of arbitrary reports
permissions. text/html as SQL user with full permissions.

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Jiwa Financials 6.4.14 All All All
Application Jiwa Financials 6.4.14 All All All

No vendor comments have been submitted for this CVE
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