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Summary

CVE CVE-2006-2753

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-01 17:02:00 UTC

Updated 2019-12-17 20:16:00 UTC

Description SQL injection vulnerability in MySQL 4.1.x before 4.1.20 and 5.0.x before 5.0.22 allows context-dependent attackers to execute arbitrary SQL commands via crafted multibyte encodings in character sets such as SJIS, BIG5, and GBK, which are not properly handled when the mysql_real_escape function is used to escape the input.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mysql Mysql 4.1.0 All All All

Application Mysql Mysql 4.1.10 All All All

Application Mysql Mysql 4.1.12 All All All

Application Mysql Mysql 4.1.13 All All All

Application Mysql Mysql 4.1.14 All All All

Application Mysql Mysql 4.1.15 All All All

Application Mysql Mysql 4.1.2 All All All

Application Mysql Mysql 4.1.3 All All All

Application Mysql Mysql 4.1.8 All All All

Application Mysql Mysql 5.0.0 All All All

Application Mysql Mysql 5.0.1 All All All

Application Mysql Mysql 5.0.10 All All All

Application Mysql Mysql 5.0.15 All All All

Application Mysql Mysql 5.0.16 All All All

Application Mysql Mysql 5.0.17 All All All

Application Mysql Mysql 5.0.2 All All All

Application Mysql Mysql 5.0.20 All All All
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Application Mysql Mysql 5.0.20 All All All

Application Mysql Mysql 5.0.3 All All All

Application Mysql Mysql 5.0.4 All All All

Application Mysql Mysql 5.0.5 All All All

Application Mysql Mysql 4.1.0 All All All

Application Mysql Mysql 4.1.10 All All All

Application Mysql Mysql 4.1.12 All All All

Application Mysql Mysql 4.1.13 All All All

Application Mysql Mysql 4.1.14 All All All

Application Mysql Mysql 4.1.15 All All All

Application Mysql Mysql 4.1.2 All All All

Application Mysql Mysql 4.1.3 All All All

Application Mysql Mysql 4.1.8 All All All

Application Mysql Mysql 5.0.0 All All All

Application Mysql Mysql 5.0.1 All All All

Application Mysql Mysql 5.0.10 All All All

Application Mysql Mysql 5.0.15 All All All

Application Mysql Mysql 5.0.16 All All All

Application Mysql Mysql 5.0.17 All All All

Application Mysql Mysql 5.0.2 All All All

Application Mysql Mysql 5.0.20 All All All

Application Mysql Mysql 5.0.3 All All All

Application Mysql Mysql 5.0.4 All All All

Application Mysql Mysql 5.0.5 All All All

Application Oracle Mysql 4.1.1 All All All

Application Oracle Mysql 4.1.11 All All All

Application Oracle Mysql 4.1.16 All All All

Application Oracle Mysql 4.1.17 All All All

Application Oracle Mysql 4.1.18 All All All

Application Oracle Mysql 4.1.19 All All All

Application Oracle Mysql 4.1.4 All All All

Application Oracle Mysql 4.1.5 All All All

Application Oracle Mysql 4.1.6 All All All

Application Oracle Mysql 4.1.7 All All All

Application Oracle Mysql 4.1.9 All All All

Application Oracle Mysql 5.0.11 All All All
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Application Oracle Mysql 5.0.12 All All All

Application Oracle Mysql 5.0.13 All All All

Application Oracle Mysql 5.0.14 All All All

Application Oracle Mysql 5.0.18 All All All

Application Oracle Mysql 5.0.19 All All All

Application Oracle Mysql 5.0.21 All All All

Application Oracle Mysql 5.0.6 All All All

Application Oracle Mysql 5.0.7 All All All

Application Oracle Mysql 5.0.8 All All All

Application Oracle Mysql 5.0.9 All All All

Application Oracle Mysql 4.1.1 All All All

Application Oracle Mysql 4.1.11 All All All

Application Oracle Mysql 4.1.16 All All All

Application Oracle Mysql 4.1.17 All All All

Application Oracle Mysql 4.1.18 All All All

Application Oracle Mysql 4.1.19 All All All

Application Oracle Mysql 4.1.4 All All All

Application Oracle Mysql 4.1.5 All All All

Application Oracle Mysql 4.1.6 All All All

Application Oracle Mysql 4.1.7 All All All

Application Oracle Mysql 4.1.9 All All All

Application Oracle Mysql 5.0.11 All All All

Application Oracle Mysql 5.0.12 All All All

Application Oracle Mysql 5.0.13 All All All

Application Oracle Mysql 5.0.14 All All All

Application Oracle Mysql 5.0.18 All All All

Application Oracle Mysql 5.0.19 All All All

Application Oracle Mysql 5.0.21 All All All

Application Oracle Mysql 5.0.6 All All All

Application Oracle Mysql 5.0.7 All All All

Application Oracle Mysql 5.0.8 All All All

Application Oracle Mysql 5.0.9 All All All
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MySQL Multibyte Encoding SQL Injection Vulnerability - Advisories - Secunia

Mandriva update for MySQL - Secunia Advisories - Vulnerability Intelligence - Secunia.com

MySQL Lists: announce: MySQL 4.1.20 has been released

Repository / Oval Repository

MySQL Mysql_real_escape Function SQL Injection Vulnerability

About the security content of Mac OS X 10.4.9 and Security Update 2007-003

2006-0034

Secunia - Advisories - Ubuntu update for mysql-dfsg

SecurityTracker.com Archives - MySQL Error in Parsing Multibyte Encoded Data in mysql_real_escape() Lets Remote Users Inject SQL Commands

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

USN-303-1: MySQL vulnerability | Ubuntu security notices

US-CERT Technical Cyber Security Alert TA07-072A -- Apple Updates for Multiple Vulnerabilities

rhn.redhat.com | Red Hat Support

Gentoo update for mysql - Advisories - Secunia

Advisories - Mandriva Linux

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

#369735 - Security: SQL-injection with multibyte encoding - Debian Bug report logs

Secunia - Advisories - Debian update for mysql-dfsg-4.1

usn/usn-288-3 - Ubuntu: Linux for human beings

Webmail - OVH

Debian -- Security Information -- DSA-1092-1 mysql-dfsg-4.1

Gentoo Linux Documentation -- MySQL: SQL Injection

Trustix updates for binutils / mysql / spamassassin - Advisories - Secunia

Red Hat update for mysql - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

http://secunia.com/advisories/20365
http://secunia.com/advisories/20489
http://lists.mysql.com/announce/364
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10312
http://www.securityfocus.com/bid/18219
http://docs.info.apple.com/article.html?artnum=305214
http://www.trustix.org/errata/2006/0034/
http://secunia.com/advisories/20712
http://securitytracker.com/id?1016216
http://lists.apple.com/archives/security-announce/2007/Mar/msg00002.html
http://secunia.com/advisories/24479
https://usn.ubuntu.com/303-1/
http://www.us-cert.gov/cas/techalerts/TA07-072A.html
http://www.redhat.com/support/errata/RHSA-2006-0544.html
http://secunia.com/advisories/20562
http://www.mandriva.com/security/advisories?name=MDKSA-2006:097
http://www.vupen.com/english/advisories/2006/2105
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=369735
http://secunia.com/advisories/20541
http://www.ubuntu.com/usn/usn-288-3
http://www.vupen.com/english/advisories/2007/0930
http://www.debian.org/security/2006/dsa-1092
http://www.gentoo.org/security/en/glsa/glsa-200606-13.xml
http://secunia.com/advisories/20531
http://secunia.com/advisories/20625
https://www.cve.org/CVERecord?id=CVE-2006-2753
https://nvd.nist.gov/vuln/detail/CVE-2006-2753
https://cve.report/


consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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