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Mozilla Firefox and Thunderbird before 1.5.0.4 associates XUL attributes with the wrong URL under certain unspecified circ
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.6 All linux All
Mozilla Firefox 1.0.7 All All All
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Application Mozilla Thunderbird 1.0.6 All All All
Application Mozilla Thunderbird 1.0.7 All All All
Application Mozilla Thunderbird 1.5 All All All
Application Mozilla Thunderbird 1.5 beta2 All All
Application Mozilla Thunderbird All All All All
Reference

US-CERT Technical Cyber Security Alert TA06-153A -- Mozilla Products Contain Multiple Vulnerabilities
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities
Ubuntu update for mozilla-thunderbird - Advisories - Secunia
SecurityFocus

Security Announcement

US-CERT Vulnerability Note VU#243153

Debian update for mozilla-thunderbird - Advisories - Secunia

USN-296-1: firefox vulnerabilities | Ubuntu security notices

HP-UX update for firefox - Advisories - Secunia

SecurityFocus

Firefox Multiple Vulnerabilities - Advisories - Secunia

Debian -- Security Information -- DSA-1134-1 mozilla-thunderbird

Security Tracker.com Archives - Mozilla Firefox Bugs Permit Arbitrary Code Execution, Cross-Site Scripting, and HTTP Response Smuggling
USN-297-3: Thunderbird vulnerabilities | Ubuntu security notices

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities
Advisories - Mandriva Linux

Debian -- Security Information -- DSA-1118-1 mozilla

Thunderbird Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
USN-297-1: Thunderbird vulnerabilities | Ubuntu security notices

Debian update for mozilla - Advisories - Secunia

Mandriva update for mozilla-firefox - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-1120-1 mozilla-firefox

MFSA 2006-35: Privilege escalation through XUL persist

USN-323-1: mozilla vulnerabilities | Ubuntu security notices
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SecurityTracker.com Archives - Mozilla Thunderbird Bugs Permit Arbitrary Code Execution, Cross-Site Scripting, and HTTP Response Smugc
Mandriva update for mozilla-thunderbird - Advisories - Secunia

Debian update for mozilla-firefox - Advisories - Secunia

Mozilla Firefox, SeaMonkey, Camino, and Thunderbird Multiple Remote Vulnerabilities
HP-UX update for thunderbird - Advisories - Secunia

Gentoo update for mozilla-thunderbird - Advisories - Secunia

Advisories - Mandriva Linux

Advisories - Mandriva Linux

Ubuntu update for firefox - Advisories - Secunia

USN-296-2: Firefox vulnerabilities | Ubuntu security notices

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo update for firefox - Advisories - Secunia

IBM X-Force Exchange

Ubuntu update for mozilla - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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