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CVE CVE-2006-2781
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-02 19:02:00 UTC
Updated 2018-10-18 16:42:00 UTC
Description Double free vulnerability in nsVCard.cpp in Mozilla Thunderbird before 1.5.0.4 and SeaMonkey before 1.0.2 allows remote .

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
rhn.redhat.com | Red Hat Support

Ubuntu update for mozilla-thunderbird - Advisories - Secunia
Security Announcement

Debian update for mozilla-thunderbird - Advisories - Secunia
SecurityFocus

Debian -- Security Information -- DSA-1134-1 mozilla-thunderbird
SeaMonkey VCard Double-Free and "addSelectionListener" Vulnerabilities - Advisories - Secunia
MFSA 2006-40: Double-free on malformed VCard

USN-297-3: Thunderbird vulnerabilities | Ubuntu security notices
rhn.redhat.com | Red Hat Support

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities
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https://cve.report/CVE-2006-2781/mitre
https://cve.report/CVE-2006-2781/nist
https://cve.report/CVE-2006-2781/cve_org
https://cve.report/api/cve/CVE-2006-2781.json
https://cve.report/CVE-2006-2781.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://www.vupen.com/english/advisories/2006/2106
http://rhn.redhat.com/errata/RHSA-2006-0609.html
http://secunia.com/advisories/21210
http://www.novell.com/linux/security/advisories/2006_35_mozilla.html
http://secunia.com/advisories/21324
http://www.securityfocus.com/archive/1/446657/100/200/threaded
http://www.debian.org/security/2006/dsa-1134
http://secunia.com/advisories/20394
http://www.mozilla.org/security/announce/2006/mfsa2006-40.html
https://usn.ubuntu.com/297-3/
http://www.redhat.com/support/errata/RHSA-2006-0611.html
http://www.gentoo.org/security/en/glsa/glsa-200606-21.xml

Debian -- Security Information -- DSA-1118-1 mozilla

Red Hat update for seamonkey - Advisories - Secunia

Thunderbird Multiple Vulnerabilities - Advisories - Secunia
SecurityFocus

rhn.redhat.com | Red Hat Support

USN-297-1: Thunderbird vulnerabilities | Ubuntu security notices
Debian update for mozilla - Advisories - Secunia

USN-323-1: mozilla vulnerabilities | Ubuntu security notices
SecurityTracker.com Archives - Mozilla Thunderbird Bugs Permit Arbitrary Code Execution, Cross-Site Scripting, and HTTP Response Smugc
Repository / Oval Repository

rhn.redhat.com | Red Hat Support

Mandriva update for mozilla-thunderbird - Advisories - Secunia
Mozilla Firefox, SeaMonkey, Camino, and Thunderbird Multiple Remote Vulnerabilities
HP-UX update for thunderbird - Advisories - Secunia

Gentoo update for mozilla-thunderbird - Advisories - Secunia
Advisories - Mandriva Linux

Red Hat update for seamonkey - Advisories - Secunia

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Red Hat update for thunderbird - Advisories - Secunia

Ubuntu update for mozilla - Advisories - Secunia

Red Hat update for seamonkey - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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