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CVE CVE-2006-2786
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-02 20:02:00 UTC
Updated 2018-10-18 16:42:00 UTC
Description HTTP response smuggling vulnerability in Mozilla Firefox and Thunderbird before 1.5.0.4, when used with certain proxy ser

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Thunderbird All All All All
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities
rhn.redhat.com | Red Hat Support

SecurityFocus

Security Announcement

Debian update for mozilla-thunderbird - Advisories - Secunia
USN-296-1: firefox vulnerabilities | Ubuntu security notices

HP-UX update for firefox - Advisories - Secunia

IBM X-Force Exchange

SecurityFocus

Firefox Multiple Vulnerabilities - Advisories - Secunia

Debian -- Security Information -- DSA-1134-1 mozilla-thunderbird



https://cve.report/
https://cve.report/CVE-2006-2786/mitre
https://cve.report/CVE-2006-2786/nist
https://cve.report/CVE-2006-2786/cve_org
https://cve.report/api/cve/CVE-2006-2786.json
https://cve.report/CVE-2006-2786.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://www.vupen.com/english/advisories/2006/2106
http://www.gentoo.org/security/en/glsa/glsa-200606-12.xml
http://rhn.redhat.com/errata/RHSA-2006-0609.html
http://www.securityfocus.com/archive/1/446658/100/200/threaded
http://www.novell.com/linux/security/advisories/2006_35_mozilla.html
http://secunia.com/advisories/21324
https://usn.ubuntu.com/296-1/
http://secunia.com/advisories/22066
https://exchange.xforce.ibmcloud.com/vulnerabilities/26844
http://www.securityfocus.com/archive/1/446657/100/200/threaded
http://secunia.com/advisories/20376
http://www.debian.org/security/2006/dsa-1134

Security Tracker.com Archives - Mozilla Firefox Bugs Permit Arbitrary Code Execution, Cross-Site Scripting, and HTTP Response Smuggling
rhn.redhat.com | Red Hat Support

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities
Advisories - Mandriva Linux

Debian -- Security Information -- DSA-1118-1 mozilla

Red Hat update for seamonkey - Advisories - Secunia

Thunderbird Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
rhn.redhat.com | Red Hat Support

USN-297-1: Thunderbird vulnerabilities | Ubuntu security notices

Debian update for mozilla - Advisories - Secunia

Mandriva update for mozilla-firefox - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-1120-1 mozilla-firefox

USN-323-1: mozilla vulnerabilities | Ubuntu security notices
SecurityTracker.com Archives - Mozilla Thunderbird Bugs Permit Arbitrary Code Execution, Cross-Site Scripting, and HTTP Response Smugc
Repository / Oval Repository

rhn.redhat.com | Red Hat Support

MFSA 2006-33: HTTP response smuggling

rhn.redhat.com | Red Hat Support

Debian update for mozilla-firefox - Advisories - Secunia

Mozilla Firefox, SeaMonkey, Camino, and Thunderbird Multiple Remote Vulnerabilities
HP-UX update for thunderbird - Advisories - Secunia

Gentoo update for mozilla-thunderbird - Advisories - Secunia

Advisories - Mandriva Linux

Ubuntu update for firefox - Advisories - Secunia

Red Hat update for seamonkey - Advisories - Secunia

USN-296-2: Firefox vulnerabilities | Ubuntu security notices

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for thunderbird - Advisories - Secunia

Gentoo update for firefox - Advisories - Secunia

Red Hat update for firefox - Advisories - Secunia

Ubuntu update for mozilla - Advisories - Secunia

Red Hat update for seamonkey - Advisories - Secunia


http://securitytracker.com/id?1016202
http://www.redhat.com/support/errata/RHSA-2006-0611.html
http://www.gentoo.org/security/en/glsa/glsa-200606-21.xml
http://www.mandriva.com/security/advisories?name=MDKSA-2006:143
http://www.debian.org/security/2006/dsa-1118
http://secunia.com/advisories/21336
http://secunia.com/advisories/20382
http://www.securityfocus.com/archive/1/435795/100/0/threaded
http://www.vupen.com/english/advisories/2008/0083
http://www.redhat.com/support/errata/RHSA-2006-0578.html
https://usn.ubuntu.com/297-1/
http://secunia.com/advisories/21183
http://secunia.com/advisories/21532
http://www.vupen.com/english/advisories/2006/3748
http://www.debian.org/security/2006/dsa-1120
https://usn.ubuntu.com/323-1/
http://securitytracker.com/id?1016214
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9966
http://www.redhat.com/support/errata/RHSA-2006-0610.html
http://www.mozilla.org/security/announce/2006/mfsa2006-33.html
http://www.redhat.com/support/errata/RHSA-2006-0594.html
http://secunia.com/advisories/21176
http://www.securityfocus.com/bid/18228
http://secunia.com/advisories/22065
http://secunia.com/advisories/20709
http://www.mandriva.com/security/advisories?name=MDKSA-2006:145
http://secunia.com/advisories/21188
http://secunia.com/advisories/21631
https://usn.ubuntu.com/296-2/
http://www.vupen.com/english/advisories/2006/3749
http://secunia.com/advisories/21269
http://secunia.com/advisories/20561
http://secunia.com/advisories/21270
http://secunia.com/advisories/21178
http://secunia.com/advisories/21134
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://www.cve.org/CVERecord?id=CVE-2006-2786
https://nvd.nist.gov/vuln/detail/CVE-2006-2786
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2006-2786
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


